
 

 

 

 

Suruhanjaya Komunikasi dan Multimedia Malaysia  
Malaysian Communications and Multimedia Commission 

 

NOTICE OF AMENDMENT 

 

TENDER. NO.  MCMC/DSD/NSD(1)/VAPT/TC/10/16(07) 

DESCRIPTION 
Tender for the Supply, Delivery, Testing, Commissioning, Training and Support 
Services of MCMC’s Vulnerability Assessment and Penetration Testing Tools 

 (VAPT)

DATE 28 October 2016 

 
AMENDMENT 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
To notify the amendment of the Important Instructions No.9.b)i), Paragraph 7.2.1 and 
8.1 in the Tender Document dated 19 October 2016 and replaced with the following 
amended paragraphs and tables highlighted in grey:- 
 
 
Important Instructions No.9.b)i) (Page 4 of 52) 

 
9. b) Financial Submission 
 

i) Section 3 (Para 12.3.1, Para 12.3.3, Para 12.3.6, Para 12.3.7, Para 12.3.8, Para 
12.3.9 and Para 12.4); 

 
 
Paragraph 7.2.1 (Page 11 of 52) 
 
7.2.1 Rapid 7 Metasploit Professional (Metasploit Pro) 

 

 

No. Component Requirement Quantity 

 
1. 

 
Software 

Rapid 7 Metasploit Professional (Metasploit Pro) 
and shall be compatible with Ubuntu 14.04 LTS 
(64 bit) or latest. 

 
1 Unit 

 
(1 license with 
installation up 
to 3 devices) 

 
2. 

 
Version 

Rapid 7 Metasploit Professional (Metasploit Pro) 
or latest. 

 
3. 

 
License 

 
One (1) Metasploit Pro Perpetual License with 
1st Year Software Update and Upgrade 
Subscription (SUS). 
 



 
Paragraph 7.2.2 (Page 11 of 52) 
 
7.2.2   Immunity CANVAS 
 

No. Component Requirement Quantity 

 
1. 

 
Software 

 
Immunity CANVAS and shall be compatible 
with Mac OSX 10.11 (64 bit) or latest. 
 

 
 
 
 
 
 

1 Unit 
 

(1 license to be 
installed on         

2 Mac) 

 
2. 

 
Version 

 
Immunity CANVAS 7.07 or latest. 
 

 
3. 

 
License 

 
i. One (1) Single install Perpetual License 

Bundled with 12 Months Initial Software 
Update and Upgrade Subscription 
(SUS), together with DSquare’s D2 
Exploitation Pack;  
 

ii. Additional 12 Months Renewal for 
Software Update and Upgrade 
Subscription (SUS) for One (1) User 
License; 

 
iii. Unrestricted (no target IP address 

limitations); and 
 
iv. Full source code. 
 

 
 
 
Paragraph 7.5.2 (Page 15 of 52) 
 
7.5.2   Apple MAC Laptop 

 

No. Component Requirement Quantity 

 
1. 

   
Apple 

Laptop 

 
Apple Laptop shall have minimum 
specifications as below: 

 
i. 13-inch MacBook Pro with Retina 

display, comes with: 
a. 3.1GHz Dual-core Intel Core i7, 

Turbo Boost up to 3.4 GHz 
b. 16GB 1866MHz LPDDR3 SDRAM 
c. 1TB PCIe-based Flash Storage 
d. Intel Iris Graphics 6100 

 
2 units 



 
2. 
 

 
Accessories 

 
i. The required Screen Display shall have 

minimum specifications as below: 

a. Minimum 27- inch Display 
b. With integrated speakers 
c. With a powered USB 2.0 ports 
d. With extra ports (Such as: Gigabit 

Ethernet ports, Thunderbolt ports) 
e. Minimum 2560 x 1440 screen 

resolution 
f. Apple MagSafe connection and 

Thunderbolt connection (Can connect 
to latest version of MacBook Pro) 

Note: Preferred model is Apple 
Thunderbolt Display (27-inch), but open for 
other brand or model with equal or better 
specifications as stated above. 
 

 
ii. Apple World Travel Adapter Kit 
iii. Magic Keyboard – US English 
iv. Magic Mouse 2 
v. Apple USB SuperDrive 
vi. Mini DisplayPort to VGA Adapter 
vii. Thunderbolt to Gigabit Ethernet Adapter 
viii. Mini DisplayPort to HDMI Adapter 
ix. AppleCare Protection Plan. 

 

 
2 units 

 
 
Paragraph 8.1 (Page 18 of 52) 
 
8.1. The Tenderer shall install, configure, commission and test the software and tools 

according to the following requirements: 
 

No. Component Description Quantity 

 
1. 

IBM 
Security 
AppScan 
Standard 

Installation of IBM Security AppScan Standard 
onto Windows laptop (refer paragraph 7.5.1). 

1unit 

 
2. 
  

Nessus Pro  

Creation of Virtual Guest Host onto Windows 
Laptop. Install Ubuntu 14.04 LTS (64 bit) onto 
the newly created virtual guest host. Install 
Nessus Pro onto the newly created Ubuntu 
14.04 (64 bit) virtual guest host (refer 
paragraph 7.1.2). 

2 units 

3. 
Install Tenable Nessus Professional onto Apple 
Laptops (refer paragraph 7.1.2). 

2 units 



 
4. 

Burp Suite 

Install Burp Suite onto the newly created 
Ubuntu 14.04 LTS (64 bit) virtual guest host in 
Windows laptops (refer paragraph 7.1.3). 

2 units 

 
5. 

Install Burp Suite onto Apple Laptops (refer 
paragraph 7.1.3). 

2 units 

 
6. 

 
Metasploit 

Pro 

Install Metasploit Pro onto the newly created 
Ubuntu 14.04 LTS (64 bit) virtual guest host in 
Windows laptop (refer paragraph 7.2.1) and 
Apple laptops. 

To be installed 
on 3 devices 

 
7. 

Immunity 
CANVAS 

Install Immunity CANVAS onto Apple Laptops 
(7.2.2). 

To be installed 
on 2 Mac 

 
8. Core Impact 

Pro 

Install Core Impact Pro onto the newly created 
Windows 8.1 Professional (64 bit) virtual guest 
host in Apple laptop (refer paragraph 7.2.3). 

1 unit 

 
 
 
 
Paragraph 9.1 (Page 20 of 52) 
 
9.1 The Tenderer shall provide relevant training inclusive of all expenses, but not   

      limited as follows: 

 

No. Training Requirement 

 
1. 

 
Hand-on 

operational 
training 

 
i. Metasploit Pro, Core Impact, Faraday IPE, Nessus Pro, 

CANVAS and Burp Suite 
 

ii. 10 pax; and 
 

iii. 10 working days 

 
2. 

 
Hand-on 

operational 
training 

 
i. IBM AppScan Standard (Professional Training from 

IBM) 
 

ii. 2 pax; and 

 
iii. 5 working days 

 
 

For any enquiries, please email to tender@cmc.gov.my (Attn: Tender Secretariat) 
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