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A broad range of areas, issues and populations were researched in these studies. An important
research area is the study into young people and the risks and opportunities arising from their
use of digital tools and services. Other group of researchers worked to develop frameworks,
metrics and indices that could be used to measure or rank digital literacy competencies,
rates of adoption of digital technologies and development of smart cities. The researchers
also reported findings on how communication technologies have been positively leveraged to
increase communal ties by enriching native languages and generally contributing to cultural
preservation.

These studies have produced insights from which a number of applications may be taken up
for regulatory and policy considerations from which well-aimed, specific actions can draw out
the positive social benefits as well as providing valuable insights into the effectiveness and
impact of our initiatives. We are thus informed as to what works and what does not, guiding us
on how to best fine tune our programmes and make better allocations of our resources.

In closing, | would like to express my appreciation for the invaluable contribution of the
NMRCP Steering Committee members towards the success of the programme as well as for
the responsiveness of the research community. We believe that the trust and collaboration
developed and nurtured will place us in a strong position to continue our research collaboration
endeavours and be the basis of providing actionable evidence-based findings. Thus, the present
and future research works provide rich inputs serving our ongoing efforts at ensuring that no
one is left behind and we arrive at sustainable outcomes of equitable access and positive socio-
economic use of communications and multimedia.

Thank you.

Dr. Fadhlullah Suhaimi Abdul Malek

Chairman
Malaysian Communications and Multimedia Commission

Message from the Chairman = 3
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EXECUTIVE
SUMMARY

Malaysia has a large number of internet users.
According to the Malaysian Communications
and Multimedia Commission (MCMC) 2018
Internet Users Survey, there are 28.7 million
internet users (87.4% of the population) and
24.6 million social media users in Malaysia. We
have become a nation of netizens consuming
information and content from across the
web. Such strong internet adoption requires
studies to understand the impact of digital
media on society, both positive and negative.
MCMC is aware of this need and has been
facilitating related research projects in this
space for a few years now.

MCMC funded research projects such as the
ones in this publication deliver reliable, fact-
based conclusions that can be used to further
our agenda of ensuring socio-economic
benefits of ICT are spread wide and evenly.
The 13 research reports in this publication
examine diverse aspects of digital media and
its impact on specific populations.

Three issues were examined in depth by
these studies.



Social and cultural factors in ICT Development

One group of reports looked at issues such as whether policy makers took into consideration
the diversity of cultural perspectives and values that are held by citizens of our multi-cultural
society. The studies examined whether the special requirements and needs for different

groups were addressed in terms of education and awareness as well as implementation.

One such study looked at the level of ICT adoption and its
impact on cultural preservation amongst the native people of
Sabah. A high level of ICT adoption was found, especially of the
smartphone, across the native groups in Sabah. The researchers
also confirmed that ICT adoption has a positive impact on
cultural preservation of native communities in Sabah.

MCMC is also mindful of the need to
continuously improve and refine our own
work and to this end, another study in this
publication examined the effectiveness of our
Klik Dengan Bijak (Click Wisely) Program. The
findings of this study will serve MCMC well
when planning other programmes targeting
children and youth.

‘The New Media and the Consciousness of
History in Malaysia: Ideas on National History
and Other Histories’ study found new media
is bringing to fore different perspectives of
the country’s history that were based on
ethnicity as well as regional sentiments. This
study suggested the need to be aware of and
understand the emergence of the different
perspectives based on ethnicity and regional
variance.

Executive Summary = 5
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Influence of digital media on Malaysians

Is digital media adding value to lives? How
much influence does it have on the various
segments and groups that make up our
population? Is the prevalence of digital media
connecting or disconnecting populations?
These are the questions some groups of
researchers set out to examine.

One study investigated the challenges and
issues of digital accessibility facing the
more than 500,000 people registered with
disabilities in Malaysia. The study found that
the internet is widely used among people
with disabilities, regardless of their types
of disability and age groups. Despite the
many challenges, the internet is both useful
and beneficial in areas such as education,
news and social networking. People with
disabilities reported notably larger benefits
from the internet than the general population
and were mainly positive and confident about
their own digital skills and competences.

Another study sought to discover whether
visually impaired (VI) persons could have
their online experience enhanced through
the use of Assistive Technology (AT). The
researchers developed a VI-friendly website
using touch and sound feedback system as
part of the project. The study found that
the technology was useful, and the related
website has potential to bring benefits to the
target segment. However, challenges such
as language barriers were encountered. The
researchers also recommend that features be
kept as simple as possible.



Secondary school students, a very important
segment of our population, were the subjects
of one of the studies. The researchers
investigated Malaysian teenagers’ attitudes
and behaviours towards social networking,
how concerned they are about the risks
and dangers involved and how they manage
them. It found that up to 30 percent of the
students spend more than 5 hours online, an
indication of how important online activities
have become in their lives. The aim of the
study was to come up with fact based
findings that could aid in developing better
monitoring and protective measures for them.
Encouragingly, the study suggests that not
all those hours are spent for entertainment
or social pleasures. The students also used
social media apps for learning purposes. The
study found that although the students had
general awareness of online safety practices,
they displayed lack of knowledge and
awareness in specific issues such as privacy.

Are smartphones changing
how humans interact with one
another? This was the start
point for another study. This
timely research examined

the use of smartphones

and the internet and its
impact on families and social
relationships. The target group
were young Malaysians aged
11 to 18 years old. It also
examined how parents viewed

INRAIl<L_1—
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their children’s use of Internet
and smartphones, their
concerns and their control
methods.

This study discovered that parents, students
and social communities each have their own
concerns. It also found that while behavioural
patterns are emerging, they have not affected
family and society ties. However, levels of
internet addiction may be a concern.

Internet addiction formed the basis of another
study. The researchers explored the nature
and impact of excessive internet usage,
measuring the level of depression, anxiety and
stress among the secondary school students.
An intervention programme using Cognitive
Based Therapy (CBT) was developed as a
treatment option. It provides subjects with
skills and exercises to control thoughts,
feelings and behaviours that are linked to
problematic internet use. The programme has
trained the first batch of school counsellors.
They have applied the programme in selected
secondary schools nationwide and proved its
validity and effectiveness.

Senior citizens and their interaction with
Internet Centres was the subject of another
study. The researchers looked at motivations
and obstacles to their use of the centres and
internet usage in general. The study also
found that the centres were useful. Senior
citizens were using the facilities, but they
appear to prefer using their phones instead
of PCs.

Executive Summary = 7
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Measurement of digital media literacy

The final group of studies sought to create
benchmarks and standards that would
help to better measure results and impact
of programmes. One study came up with
proposed national standards that could
be used to evaluate digital media literacy
and digital participation of young people in
Malaysia. It has ten components and specific
indicators under each component was created
for use in a practical manner for research and
policy impact. The researchers went on to
use the framework to develop a digital media
literacy resource toolkit for secondary school
students called Generasi Digital. Students
found that the game sparked thoughts about
thinking critically and making wise and
responsible choices in the digital age.

Lastly, a group of researchers sought to
develop an index that captures the essence
of a Smart Community. The index was based
on the Informative Global Community (IGC)
Development index. It took the four key
components of the IGC, namely Human,
Technology, Information and Value as
reference points. The study then used the
index to track changes and growth at four
selected Smart Community sites in Peninsular
Malaysia, Sabah and Sarawak. It was found
to be useful in tracking the improvement
of lifestyle and quality of life, community
empowerment as well as the development
of a creative and innovative culture amongst
these communities.
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The researchers also looked at the factors that drives the usage and participation, and impact
of MCMC's initiatives at the four Smart Community sites. The findings revealed that the digital
divide was being narrowed and that these communities were in favour of the initiatives being
continued but highlight the need for guidance from experts and funds to ensure that the
initiatives were sustainable.

Conclusion

MCMC is aware of its responsibilities as a regulator and developer of industry. We pursue
the rollout of quality and affordable services and equitable access to end users. In so doing,
MCMC strives to be forward-thinking in identifying emerging issues and research gaps for
policy and regulation. We understand the potential of research to explore, anticipate and
address complex and inter-related environmental, technological, public health, economic,
social and lifestyle challenges related to technology adoption and the realisation of the vision
of a digitally connected and digitally inclusive nation.

Executive Summary = 9
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ABSTRACT

Regulatory frameworks for media literacy
which encompass consumer protection and
social regulation are areas of regulatory
concern. The present study was interested
to examine competences of young people
in relation to five areas: information,
communication, content-creation, safety
and problem solving; to map key players
promoting media literacy and the ways
they conceptualise their programmes; and
to develop components of a media literacy
framework that can be used to cultivate
productive practices among young people.
The study employed both quantitative and
qualitative methods. The findings of a self-
assessment revealed that the respondents
felt generally capable when working with
information, and moderately capable with
communication and safety but had difficulties
with content creation and problem-solving.

The second part of the study found that
media literacy projects among young people
took place in an ad-hoc and piecemeal
manner. Many programmes focused on
cyberbullying, sexual grooming and other
online adult crimes against young people.
Very little information was available on which
schools and agencies were working on which
issues, in what ways and with what levels of
effectiveness. Following this, the third part of
the study developed Generasi Digital, a digital
media literacy resource toolkit for secondary
school students built on a framework of 10
themes that included quizzes, values and
lessons learnt. The resource toolkit was
tested in schools and students remarked that
the game sparked thoughts about thinking
critically and making wise and responsible
choices in the digital age.

Keywords: Media literacy, Digital media literacy, Information communication
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INTRODUCTION

New media are a frontier, rich with digital tools, services, applications and content but while
they bring benefits and opportunities, there are also risks, particularly for young people,
given the unequivocal integration of the internet in their life today. Studies focusing on young
people’s media culture hold an important place in Malaysian media research, specifically when
the responsibility to assess the credibility, authority and value of information lies with the
reader and receiver. Although media and internet use is increasing among young people, this
does not imply that they develop the strategic skills needed to benefit from it in different
aspects of life (Livingstone, 2011; Hobbs, 2010; Miler & Barlett, 2012). Often, many useful
features of the social media remain substantially underused while problematic online
experiences such as altered photographs, simulated videos, fake news, sexual exploitation,
cyberbullying or pornography are flooding the internet and shaping the ideas and beliefs of
young people (Shanthi Balraj et al, 2013; Normah Mustaffa et al, 2011; Sarah Farhana Juhari &
Nor Azan Mat Zin, 2013).

Media literacy emphasises the users’ pivotal role to exercise choice and responsibility when
engaging in the online environment. To achieve this, regulatory measures are needed and
MCMC can provide leadership in advancing media literacy in Malaysian communities. The focus
on cultivating productive practices here supports outreach and advocacy goals in empowering
young people with capacities that enable them to engage effectively with the ability to access,
analyse and create communications in today’s increasingly digitised society. These groups of
people are growing up in an interactive digital and media environment where they can access
media, share messages and images and participate in productive and risky activities, whether
consciously or unconsciously.

Digital and media literacy becomes a concern when young
people are immersed in cyber cultures without an understanding
of knowledge, skills, values and responsibilities.

Interestingly, there is also a disconnect
between in-school and out-of school

The outcome from collecting and gathering
data on young people's media practices will

experiences where school settings do not
delve into critical and creative analyses of
communication when addressing online
practices among students. It is not clear how
spaces are created in schools to engage young
people with digital and media activities. This
project opens spaces in schools to explore
how young people can engage in digital and
media literate activities in productive ways.

enable policy makers, practitioners and civil
activists to identify and map key trends as
well as engage, participate and better shape
the future of contemporary cultural lives
of communities in Malaysia. The present
study was interested to advance digital
media literacy in school settings with a
focus on young people’s competences in
five areas: information, communication,

12 = Digital Media Literacy: Cultivating Productive Practices among Young People in Malaysia
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content creation, safety and problem solving. The study was also concerned with the forms
of media literacy initiatives taking place in Malaysia in developing a framework and toolkit
that can be used to enhance the ways young people access, understand, evaluate and create
communication and media in their lifeworld experiences.

Specifically, the objectives of this study are to identify the competences of young people in
the five areas. Another objective is to map key players promoting media literacy and the ways
they conceptualise their programmes. This study also intends to develop components of a digital
media literacy framework that can be used to cultivate productive practices among young people
as well as to develop a digital media literacy toolkit for young people in secondary schools.

LITERATURE REVIEW

Studies focusing on young people’s media culture hold an important place in Malaysian media
research, specifically when the responsibility of assessing the credibility, authority and value
of information is for the reader and receiver. Given the rapid movements in the new media
settings, it is essential to respond quickly to the role of media literacy in this digital age.

The aim of media literacy is to increase awareness of information access, communication
possibilities, the many forms of media messages and participatory cultures encountered in
everyday life. It should help young people to recognise how the media filter their perceptions
and beliefs, shape popular culture and influence personal choices. The ability to search for
information from reliable sources and the capacity to create productive content for a more
humanistic society are core concerns that must be taken into account when embarking on
media literacy programmes.

Digital Media Skills among Young People

Livingstone (2011) raises the concern of media literacy in developing critical abilities necessary
to function as enlightened citizens and consumers in a mediatised society. She notes the need
to assess the capacity of young people in using and making sense of media technologies in their
everyday lives. Working for the European Commission, Ferrari(2013) advances ideas developed
from al-Mutka (2011) to construct a framework for understanding and assessing digital skills
and competence. The work of Ferrari (2012, 2013) that asserts on operational dimensions of
media literacy is significant in the present study. Her project was based on a data collection
phase (including a literature review, case study analysis, and an online survey) and intensive
stakeholder consultation (workshops, interviews, reviews by experts, presentations at seminars
and conferences) to develop competences in the areas of information, communication, content
creation, safety and problem-solving. Ferrari's framework on digital media competences was
useful in guiding and appropriating the self-assessment of young people’s skills to gain insights
on their views of their strengths and difficulties confronted in digital media practices today.

Digital Media Literacy: Cultivating Productive Practices among Young People in Malaysia = 13



Development of Digital Media

Literacy Initiatives

Issues concerning a digital generation is
closely linked to questions about how we
develop an education system that is able to
face the challenges of the 21t century. A
growing field of literature inclined to raise
awareness has argued that future-oriented
perspectives on literacy is in contrast to the
dominating trend in most countries where
the emphasis is on a traditional transmission
model of knowledge acquisition.

Much has been deliberated on what young
people need to know across different kind of
media and curricula, the danger of becoming
too oriented in technical operations
rather than broader aspects of how young
people relate to digital media technologies,
participatory cultures, information access,
content consumption and creation,
communication possibilities, representation
and meaning making and understanding
different publics in their online and offline
worlds. These broader aspects are crucial in
developing critical autonomy among young
people in their daily experiences of making
sense of their surrounding realities and in
making decisions about media use and its
implications (Erstad, 2015; Livingstone,
2011; Jenkins et al, 2015; Buckingham 2007;
Masterman, 1985).

Digital media literacy in a broader sense
as argued above is visibly missing in the
Malaysian school curricula. Nevertheless,
there are initiatives run by corporate,
educational and non-government agencies to
raise awareness on specific issues confronted
by young people in communicating and
navigating in online environments. The
frameworks offered by digital media
literacy scholars will be instructive to
explore key players, curricula development

and assessment of digital media literacy
programmes in the present study.

Design and Development of A Digital

Media Literacy Framework and Toolkit for
Secondary School Students in Malaysia

The present study took an interesting turn
when the focus fell on an action plan to
develop a framework and a toolkit that can
be used in school settings to enhance digital
media literacy among young people. It was
felt that the materials need to be appropriate
for local contexts which confronted
diverse challenges in learning and teaching
dimensions, such as conventional methods
that are teacher-centred rather than learner-
centred, the use of disruptive technologies
in school settings that are still frowned
upon among many school authorities and
the importance of fun-learning, values and
empathy in design of the toolkit. Ferrari’s
(2013) ideas on digital competences,
The National Education Philosophy, The
Education Blueprint 2013-2025 and Tajul
Arrifin Noordin's (1993) work on noble
values were significant in thinking about the
framework and design of the toolkit.

METHODOLOGY

The study adopted an exploratory approach
that provided valuable, quality information
on young people’s media practices and
measurement frameworks. A mixed method
that advanced the systematic integration
of quantitative and qualitative approaches
within a single investigation of inquiry was an
ideal technique to access complex research
such as this study.

14 = Digital Media Literacy: Cultivating Productive Practices among Young People in Malaysia
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Figure 1: The research was conducted between June 2015 till December 2017.

Target Group
Secondary School - 16 -18 years old

Identify the competency of
young people in the five areas

Promoting Media Literacy

Creative Designing of Media Literacy Toolkit - Generasi Digital & Rimba Celik

This study adopted a creative methodology anchored on the premise that creativity is an
innovative human capacity that can be nurtured and cultivated through artful thinking, doing
and making. A group of university students from the School of Arts, USM were invited to
conduct focus group discussions and to design stories related to selected themes on media
literacy. The students interviewed their peers and school children to hear their stories on
media and internet knowledge and practices. The Arts students also listened to the interviews
with school children to comprehend the anxieties, hopes and fears confronted in social media

relationships.

The designing of the Generasi Digital
interactive comics and the Rimba Celik floor
mat game involved promoting creativity
and imagination in learning, and offering
alternative aesthetic forms of knowledge
production. This methodology encompassed
five creative processes: Discovery,
Interpretation, Ideation, Experimentation
and Evolution through which the student
designers researched and collected primary
data on media experiences, discovered
problematic matters, interpreted views
of young people, and ideated stories and
characters that make sense of the media life
worlds.

Digital Media Literacy: Cultivating Productive Practices among Young People in Malaysia = 15

Ten storyboards were developed and later
outsourced for the production of Generasi
Digital-interactive comics. These interactive
comics were tested with secondary school
young people and fine-tuned accordingly
to ensure the learning outcomes were
delivered effectively. It may be useful to
add that the project attempted 10 episodes
in the interactive comics. Much time was
taken to ensure that the interactive comics
offered interesting stories, included a short
assessment on knowledge of participants on
media literacy issues and conveyed important
values as espoused in national education
philosophy.



In the case of Rimba Celik, the floor mat game was adapted from the Snakes and Ladders game.
The game involved Apps and Virus elements. The Apps enable the player to move forward
while the Virus will push the player backwards. Cards were drawn when a player landed on the
Apps or Virus spots on the floor mat game. The cards revealed productive and non-productive

scenarios that enable players to learn about positive and negative online interactions.

Survey and Focus Group Discussion

Questionnaire surveys on self-assessment of
digital competencies were also implemented
to examine media activities and skills in the
five areas being researched. The study was
conducted among young people in a face-to-
face national sample of 1,200 young people
aged 16-18 across urban and rural schools
in Malaysia. The study population was
divided into six regions, namely Northern
(Perlis, Kedah, Penang), Central (Perak,
Selangor, Wilayah Persekutuan), Southern
(Negeri Sembilan, Malacca, Johor), East
Coast (Kelantan, Terengganu, Pahang), East
Malaysia (Sabah) and East Malaysia (Sarawak).

In addition, focus group discussions were
held with a total of 36 secondary school
groups with 191 participants to get feedback

on the interactive comics and the ‘Rimba
Celik' game to ensure that the creative works
and activities were effective.

The whole research process has been a
challenging one with a focus on creating
relations and conversations with different
groups of students, school principals,
education departments and other
government and non-government agencies.
The main task of empowering young people
led to the strengthening of ideas based on
tested activities and field work evidences that
constantly respond to new ways of working
collaboratively in addressing the impact of
digital media technologies and in initiating
intervention strategies.

FINDINGS

This section of the article offers insights on demographic data of study respondents; skills of
young people in the fields of information, communication, content-creation, safety and problem
solving; key players promoting media literacy and their programmes; and the development of
components of a media literacy framework for cultivating productive practices among young
people.

Key Characteristics of the Respondents

This section offers insights into the respondents of the study to give a general understanding
of media practices among young people.

16 = Digital Media Literacy: Cultivating Productive Practices among Young People in Malaysia
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Table 1: Demographic data of respondents (n=1,200)

Demographic

Gender Male
Female

Ethnic Group Malay
Chinese

Indian/Punjabi

Indigenous Group

V)
495 (41.2)
705 (58.8)
676 (56.3)
171 (14.3)

104 (8.7)
196 (16.3)

(Kadazan, Iban, etc)

Dayak

53(4.4)

Skills of Young People in Five Domains:
Information, Communication, Content
Creation, Safety and Problem Solving

A self-assessment exercise was conducted
where the respondents were asked to
indicate their skills on a scale of 1 - 4; 1 as
least capable and 4 as most capable. The
findings suggested that the respondents
generally thought that they were proficient
in many skills. The respondents noted that
while they were generally capable when
working with information, and moderately
capable with communication and safety, there
were still some activities that they struggled
within these domains. The major difficulties,
as noted by the respondents, fell in content
creation and problem-solving domains. Table
2 shows the young people’s self-assessment
of their competency.

Table 2: Young people’s self-assessment on
their competency. Overall Skills

(n=1,200)
P
Sections Deviation
Information 3.12 0.75
Communication 2.77 0.86
Content Creation 2.39 0.86
Safety 2.87 0.87
Problem Solving 2.67 0.83

Information

On a scale of 1 - 4, the respondents stated
that they were skilful in browsing, searching
and filtering information, and storing and
retrieving information but less skilful in
evaluating information (Table 2.1).

Table 2.1: Information theme indicators

(n=1,200)
Standard
Information Mean Deviation
Browsing, searching & 3.14 0.71
filtering information
Evaluating information 2.95 0.78
Storing and retrieving 3.27 0.75

information

Digital Media Literacy: Cultivating Productive Practices among Young People in Malaysia » 17
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Communication

On a scale of 1 - 4, the respondents thought
that they were competent in interacting
through technologies, but less so in sharing
information and content, engaging in online
citizenship, collaborating through digital
channels, netiquette and in managing digital
identity (Table 2.2).

Table 2.2: Communication theme indicators

(n=1,200)

Standard
Communication Mean Deviation
Interacting through 3.16 0.80
technologies
Sharing information 2.76 0.84
and content
Engaging in online 2.75 0.84
citizenship
Collaborating through 2.74 0.86
digital channels
Netiquette 2.65 0.92
Managing digital 2.55 0.91
identity

Content Creation

The respondents noted that they were not
that capable in content creation, specifically
in developing content, integrating and
re-elaborating content. In addition, they
were seen as less capable in understanding
issues on copyright and licenses as well as
programming (Table 2.3).

Table 2.3: Content creation theme (n=1,200)

Stand
Communication Mean Deviation
Developing content 271 0.82
Integrating and 2.59 0.87
re-elaborating
Copyright and licenses 2.03 0.85
Programming 2.22 0.89

Safety

In this domain, the respondents held that
they were capable of protecting health and
personal data but less so in protecting devices
and the environment. They were confident in
their ability to protect their online personal
data from being used by other parties.
Interestingly, the respondents indicated that
they were quite capable in knowing how to
protect themselves from cyberbullying and
in knowing how to block unhealthy content
published on the internet (Table 2.4).

Table 2.4: Safety theme indicators (n=1,200)

Standard
Safety Mean Deviation
Protecting devices 2.53 0.94
Protecting personal 3.02 0.83
data
Protecting health 3.05 0.87
Protecting the 2.87 0.83

environment

18 = Digital Media Literacy: Cultivating Productive Practices among Young People in Malaysia



Problem Solving

In this domain, the respondents appeared
to indicate that they were quite capable
of identifying needs and technological
responses, innovating and creatively
using technology and identifying digital
competence gaps; however, they appeared
less capable of solving technical problems
(Table 2.5).

Table 2.5: Problem solving theme indicators
(n=1,200)

Standard
Communication Deviation

Solving technical 2.38 0.86
problems

Identifying needs and 2.85 0.77
technological

responses

Innovating and creatively 2.70 0.85
using technology

Identifying digital 2.78 0.84

competence gaps

In summary, the findings above revealed
that Malaysian young people thought that
they were capable in searching, evaluating
and managing information. The respondents
believed that they could interact with new
technologies whenitcomesto communication
as well as protect personal data and health
(blocking unhealthy material and managing
cyberbullying). However, they held that they
encounter difficulties in developing content
and understanding issues related to copyright
and programming.

The findings suggest that spending time
online did not mean that young people were
developing media literacy skills. It is crucial
that policy makers and relevant stakeholders
design programs that willinculcate knowledge
and skills in different areas to ensure that
young people can be media literate and be
creative knowledge consumers and creators.

Digital Media Literacy: Cultivating Productive Practices among Young People in Malaysia » 19
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Key Players Promoting Media Literacy and
their Programmes

A cursory internet search of media literacy
related programmes from 2005 to 2015 in
schools and in communities revealed that
there were many key agents making efforts
to connect and to provoke thinking about the
media participation among young people. The
Ministry of Education has embarked on digital
and media related studies which largely focus
on ICT skills, technical operations, data coding
and programming while less attention is given
to critical thinking, user safety and content
creation, participatory cultures, information
access, representation and meaning-making.

External agencies have also run numerous
projects with schools and young people
focusing on cyberbullying, internet safety,
online grooming and robotics. The agencies
have done well to contribute to cyber
wellness of young people; however, more
needs to be done to improve thinking about
media literacy capabilities and competencies
as well as focus on assessment criteria in
managing media literacy. To date, many of
these projects remain ad-hoc, piecemeal and
fragmented and there was no information
on assessment on competences derived in
the projects. Moreover, these projects have
limited reach and little nationwide measures.
Many of the projects had short term vision
and received short-term finance. While the
macro-level of the projects can be described,
the pedagogical terrain of curriculum,
assessment, monitoring of programmes,
trainer/teacher capacities and teaching/
learning with new technologies remain
undocumented, leaving a lacuna in this area.
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It is asserted here that the role of the academia is critical for the development of ideas on
media literacy. Conversations on digital media literacy, recommendations for best practices,
and implementation and assessment procedures for an integrated range of technological,
social and humanistic approaches to enhancing media practices need deliberation. The role of
media literacy and the implication it may have on policy makers, researchers, teachers, parents
and young people themselves is not widely a topic of discussion within the institutions of
higher learning.

Development of A Digital Media Literacy Framework for Cultivating Productive Practices
Among Young People.

It is helpful to highlight here that work on
the toolkit began with thoughts on the
conceptualisation of media literacy. We
turned to the National Education Philosophy
and meanings of media literacy in the global
context to offer the following guiding
definition for Malaysia:

Individuals who are
intellectually, spiritually,

Using the above definition for media literacy,
we aimed to develop resources for a toolkit
to provide leadership in advancing media
literacy in Malaysian schools. Given the
crowded curriculum in secondary schools, it
was felt that the approach to media literacy in
Malaysian schools should adopt an informal
approach with a focus on conversations,
empathy and fun. The voices of young people
were emphasised to enable them to engage
in storytelling about their media experiences

emotionally and physically and encounters.

balanced and harmonious;
and have the ability to
access, evaluate and create
communications in a variety
of contexts.

We recruited young designers from a local
institution and developed Generasi Digital, a
10-episode package in the form of interactive
comics. In addition, Rimba Celik, a floor mat
game as well as a number of board games
were also created to induce enjoyment and
engagement in the learning lessons.

Generasi Digital: Interactive Comics

Characters from Malaysian folk tales were used to ground the interactive comics. Attention
was given to numerous elements: quiz, values and lessons learnt in the Malaysian context.
The values and lessons learnt components in each episode deliberated on ideas that will
contribute to the development of intellectual, spiritual, emotionally and physically balanced
and harmonious persons. The 10 episodes were offered at two levels, Level 1 and Level 2.
These episodes anchored themes that were relevant to young people and media experiences
in Malaysia.
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Figure 2: Final design of
characters for Generasi
Digital interactive

comics
Pahit Manis Kehidupan Si Bintang Internet Information Literacy
Jejak-Jejak Dunia Digital Digital Footprint
Obsesi Diri Memakan Diri Self Image
Kisah Si Batu Api Communication and Relationship
Pelajar Produktif Productive Practices
Hak Cipta Tidak Terpelihara Copyright and Intellectual Property
Cinta Siber itu Buta Internet Safety
Kepercayaan Dikhianati Privacy and Security
Berhati-hati Masyarakat Memerhati Cyberbullying
Pemikiran Kritikal Critical Thinking

Figure 3: Interactive comic episodes and themes

An offline mobile application was constructed to enable users to go through the comics
and answers the quiz accordingly. The score of the quiz was recorded and certificates were
awarded to players who scored more than 85 percent at each level. The games were tested in
schools. The Generasi Digital apps can be downloaded from Google Playstore or Apple Store.

®

Terlal cbses
/ untuk berkongsi ngﬂu bendn
tertang diri anda di alam
ya? Mari kita saksikon spa
yang berlakuy kepoda Oxalis=
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Figure 4: Screenshot of Interactive Comics Figure 5: Engaging young people with a fun
approach to learning
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Testing and Feedback of Generasi Digital

In general, most of the respondents were
happy and excited to explore the apps
on the tablets as this was the first digital
learning device on media literacy which
appeared in the school setting. Majority of
the respondents felt positive that the content
of this interactive comics enabled them to
learn about media literacy in an effective
way and the topics were appropriate for
their age. However, some respondents
suggested making the apps a little bit more
challenging by adding in more questions as
well as programming it in a way where they
could compete with their friends through
answering the questions. They suggested
that the screen could provide scores of the
other friends so it could be more competitive
as they strived to get highest scores amongst
them.

The respondents’ comments were duly noted
and it can be said that the overall learning
elements were successfully delivered as
respondents could understand the narratives
and the lessons learnt as well as the values
conveyed in each episode. Many of them
scored more than 70 percent correct for the
quiz on the interactive games.

Among the most significant matters that the
respondents had learnt was how to protect
their personal data, being alert for online
scammers especially when doing online
shopping where some of their personal
data might be exposed to public. Thinking
before uploading pictures and sharing some
sensitive issues especially about religion or
politics were topics that roused the attention
of respondents as they asserted that they had
not thought much about these issues when
working with digital technologies.

Rimba Celik: Floor Mat Game

Rimba Celik was a floor mat game that was
developed as part of digital media literacy
with a focus on good and poor practices for
young people.

Figure 6: Rimba Celik- a floor mat game on digital
media literacy with Apps and Virus Cards

Inspired by the ideas from the Snakes and
Ladders game, Rimba Celik was designed to
raise awareness on numerous issues related
to hate speech, inappropriate behaviour and
good media practices. Each respondent was
asked to throw dices to move themselves as
pawns in this game. Upon landing on virus
squares, respondents had to draw cards, read
the instructions and learn about negative
online scenarios and move backwards
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accordingly as stated in the instruction card. When respondents landed on the apps squares,
they learnt about positive online scenarios and moved forward in the game as stated in the cards.
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Figure 6: Rimba Celik- a floor mat game on digital Figure 7: Respondents in schools learning about
media literacy with Apps and Virus Cards digital media literacy through the Rimba
Celik, floor mat game.

Testing and Feedback of Rimba Celik’ - Floor Mat Game

The most significant matter that the respondents had learnt from the Rimba Celik game was
about respecting each other e.g. having cordial ethnic relations and opinions, and avoiding
racist comments. Respondents noted that they also have learned new knowledge and new
words. Other new significant things that the students have learned was knowing the good and
the bad things of the internet (e.g. do not upload pictures without the permission of the owner;
be wary of online scammers; stop insulting other people; and being mindful about multicultural
contexts that require understanding).

Digital Media Literacy Toolkit

The media literacy toolkit is one that will include Generasi Digital interactive comics and
a Rimba Celik floor mat game for young people in secondary schools. It can be said that
the media literacy toolkit is distinctive as it carries a Malaysian outlook. Further, the toolkit
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development was based on research evidences where the materials were tested with Malaysian
young people.

The goal of the project was to develop a toolkit that could be used for enhancing media
literacy practice that emphasises good practices. The study revealed that the digital media
literacy initiatives using the toolkit developed in this study successfully opened spaces in
schools where thinking about media practices were inculcated and knowledge was created,
explored and connected through a number of gaming activities. Thoughtful interpretation of
media routines were conducted as respondents explored different concepts and engaged with

numerous issues on digital media literacy.

CONCLUSION

The study explored the competences of
young people related to five domains of
media practice. Young people were asked to
self-assess their media literacy skills and many
of them stated that while they felt capable
with some operational and safety related
competencies, they however, encountered
difficulties with content creation and problem-
solving activities. This indicated that the
young people face problems in working with
different forms of media and communication,
specifically in creating the messages they're
sending in online environments.

As young people evaluate media, they
need to plough through factual and fake
information as well as fiction to decide
whether the messages make sense; why
certain information was included, and other
parts of information left out; appreciate
different perspectives in interpreting social
reality; and understand the importance of
responsible content creation as messages
have impact in communities.

Media literacy programmes movements
that were explored appeared patchy with
different types of goals and objectives. The
outreach of these groups was limited and
not much was known about the assessment
measures of these projects. The development
of media literacy as advanced in the toolkit
was deemed important, but respondents also
raised anxiety about making digital media
literacy as a formal subject, with conventional
teaching and learning methods that entailed
memorising of facts and values as prevalent
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in our education systems in schools today. A strong policy agenda, engaging different
stakeholders is needed to actively back digital media literacy at the national level and this has
to be supported with efficient and sufficient financial support.

There are five important issues that arise from here:

The need for policy and practical measures to promote dialogue across academic, policy,

industry and citizen stakeholders;

The need to set up a Malaysian Digital Media Literacy Expert group, comprised of lecturers
from private and public universities to promote efforts and projects across Malaysia;
The need to develop digital media knowledge and competences with effective pedagogy,

appropriate curriculum and materials;
The need to design knowledge content for media literacy at different levels, development
of toolkits, specifically the design of online modules and gaming strategies, adequate
resources, technical and institutional support and assessment measures are areas which
need serious attention;
The need to enhance the capacity for teachers/facilitators to teach media literacy.

Many young people today have grown up
around smart phones, computers, touch
pads and the internet and often, they are
quite confident in the ways they manage the
information presented to them. More than
just not understanding the technical aspects
of social media and information sharing, it is
suggested here that the respondents were
probably unaware of the biases inherent
in the information they search, create and
communicate in a fast evolving media world.

The notion that digital natives are not digital
literates is one that we have to consider
seriously. A piece of information found on
the internet is just part of a bigger multi-
dimensional story and young people need to
know how to find alternative readings if they
are going to be intellectually prepared for
study, work and effective global citizenry in
a digital world.
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Online and offline spaces are in fact closely
linked requiring positive regulatory measures.
Digital media literacy policies, engaged policy
actors and, especially, resources have to
be addressed to empower young people in
manoeuvring new media technologies in
productive ways. The attention on young
people, of course, means the role of the
school is crucial and digital media literacy
could reach them if the political will existed.

The work on digital media literacy so far is
a testimony for MCMC's keen interest in
cultivating young people’s intellectual and
creative curiosity through media literacy.
The dialogue, policy support and research
activities must continue to create a robust
learning environment where young people
can access, understand, evaluate, collaborate
and create their media lifeworld experiences
in a more holistic way.
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RECOMMENDATION

In accordance with the findings of this study, it is recommended that:

e MCMC takes the lead in a large scale action to address the digital media literacy agenda
by advancing a policy to give this effort a more structured place in the Malaysian landscape.
MCMC will fuel the policy debate and bring stakeholders together to improve the framework
conditions for literacy through the Commission’s Recommendation on Digital Media
Literacy.

e A Malaysian Digital Media Literacy Expert Group, comprised of lecturers from private and
public universities be set up. There is a need for a unit to be leading and delivering research,
turning policy into practice measures that include mapping initiatives, updating inventory,
designing training programmes and pedagogical interventions in the area of digital media
literacy. As digital technologies and new media experiences change, continuous work on
online modules and gamification strategies must be given to enhance knowledge in this area.
There is a need to sustain interest and action on expanding competences and measurement
frameworks, creating engaging and fun-based conventional and digital content to empower
young people.

e MCMC includes the interactive comics and floor mat games developed in this study in
their roadshow activities to build awareness and understanding on core concepts of digital
media literacy. Focus should be given to experiential learning which recognises young
people’s stories and reflection. It is also important to create opportunities for young
people so that they can exercise choice and autonomy in appropriate ways through
simulated experiences and reflective questions.

e MCMC supports digital media literacy with resources and grants to underserved
communities and special populations in Malaysia.

e MCMC collaborates with MoE to create pathways for discussion on injecting digital media
literacy in school settings. In addition, an annual conference on digital media literacy and
student showcase competition can be organised to increase interest and national leadership
in digital and media literacy.
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ABSTRACT

To address the various concerns that come
with high levels of internet usage, the
Malaysian Communications and Multimedia
Commission (MCMC) launched the “Klik
dengan Bijak” (KDB) campaign in 2012. This
campaign promotes safety, security and
responsibility in dealing with the internet.
Despite MCMC'’s efforts, cybercrime is still
rampant in Malaysia. It is therefore necessary
to take a closer look at the programme. This
research investigated five dimensions of the
KDB programme: Effectiveness of the KDB
programme and videos, understanding the
issue of online risks from the perspective
of the youth, KDB content that has been
disseminated to the public, and the methods
employed in media reports on the KDB
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programme. Concept of peer influence,
cognitive developmental theories, Social
Norm theory, persuasive techniques, Basic
Human Values theory, and framing theory
were tested. Methodologies employed were
experimentation, longitudinal surveys, focus
group discussions, and content analyses.
Results show that the KDB programme was
ineffective. However, the KDB videos were
effective in educating participants on online
safety. This may be because the value most
present in the KDB printed materials and
videos is about safety. The youth were found
to understand online risky behaviours, but
this did not deter them in indulging in such
behaviour. Most of the KDB content was
informative in nature.

Keywords: Klik Dengan Bijak, online safety campaign, online risky behaviours,
social networking, youth.
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INTRODUCTION

All age groups are affected by the introduction
of new media. However, the youth tend to
gain most attention in academic research due
to the nature of this developmental period.
Dahl (2004) noted that there is a strong
association between adolescence and the
increase of risk taking and sensation seeking.
The gravitation towards reckless behaviour
is likely due to their behaviour which is
emotionally influenced. Steinberg (2007) in
his study posits that adolescence is a time of
increased vulnerability for risky behaviour.

The introduction of the internet has brought
many benefits. Unlike traditional media,
the internet as the current new media
is interactive in nature. The youth can
participate in creating and disseminating
information  (Madden, Cortesi Gasser,
Lenhart, and Duncan, 2012). It also serves as
a platform for connecting with people, both
friends and strangers alike.

In order to understand the usefulness of the
new media and the dangers it presents to the
youth, various agencies all around the world
have organised safeguarding programmes
(e.g., UNICEF, the British Council, Child
Hope). In Malaysia, MCMC launched the “Klik
dengan Bijak” (KDB) campaign in 2012 to
promote safety, security and responsibility by
educating the youth, their parents, educators
and society on how to protect oneself online,
the dangers of frauds and online scams, as
well as cyber threats.

Problem Statement

In 2019, Malaysia ranked top five in the world
for mobile social media penetration (Bernama,
2019, January 31). It was reported that in

2018, there were 12.57 million Facebook
users in this country (Statista, 2018). This
number is expected to reach 15.87 million by
2022. This means that more than half of the
Malaysian population will be on Facebook in
the near future. The overwhelming increasing
popularity of social media has also come
together with the spread of cybercrime in
Malaysia (Saizan & Singh, 2018). These cases
are attributed to the types of cybercrime that
arise from social media usage such as cyber
spying, phishing, and scams.

MCMC has invested a lot of effort in the
KDB campaign to educate Malaysians on
online safety. Nevertheless, the number
of cybercrimes has not declined. Despite
MCMC’s efforts, cybercrimes involving
RM67.6 million in losses had been reported in
the first quarter of 2019 (Bernama, 2019, May
13). Cybercrimes that have taken centre stage
include scams, credit card frauds, identity
thefts, and data breaches. Numbers have
been increasing every year since 2012 which
was reported at RM96.1 million (Ramendran,
2016, April 26).

It is therefore necessary to take a closer
look at the programme. This research set
out to investigate several dimensions of the
KDB programme, including the effectiveness
of the KDB programme and KDB videos
and understanding the issue of online risks
from the perspective of the youth. This
study also investigated the content of the
materials from the KDB programme that
have been disseminated to the public as well
as investigated the content and methods
employed in the media reports on the KDB
programme.
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LITERATURE REVIEW

Risky Behaviour on the Internet
Adolescents have always been known to be
excited to adopt new technologies compared
to any other age groups. In this day and age,
this is reflected in their use of the internet.
The excitement and the novelty of any new
media contributes to this eagerness. What
makes the internet even more compelling is
its anonymity, accessibility, and asynchrony
(Valkenburg & Peter, 2011).

Risky online behaviour include hacking,
downloading illegal content (Livingstone &
Bober, 2004), providing personal information
(Youn, 2005), and meeting someone face-to-
face who was first met online (Liau, Khoo, &
Ang, 2005). Scholars have also shown this
extends to risky sexual behaviours (Ybarra
et al., 2007) which entails the exchange of
intimate, sexually insinuating information or
material with someone known online.

Online Risky Behaviours of

Malaysian Youth

Over the years, researchers have discovered
that Malaysian youth are not spared from
online risks. There are ample studies that
confirm the online danger sentiment. A
study conducted by Mak, Lai, Watanabe,
Kim, Bahar, Ramos, Young, Ho, Aum and
Cheng (2014) showed that of 969 Malaysian
youth that they surveyed, although 96.6
percent have attended an internet safety
course, 24.8 percent admitted to giving their
password to a friend or someone they know.
Additionally, almost 20 percent reported
having sent an email or instant message to
someone they never met before. A study
by Marret and Choo (2017) found that the
most common online risky behaviour of
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Malaysian youth is interacting with strangers.
They also found that a majority of the youth
that were sampled had experienced online
victimisation such as online harassment
and unwanted sexual solicitation. Also, the
study of Teimouri, Hassan, Bolong, Daud,
Yussuf and Adzharuddin (2014) shows that
when online, the youth were susceptible to
unwanted exposure of pornography and bear
the potential risk of seeing violent images.
A later study by Teimouri, Hassan, Griffiths,
Benrazavi, Bolong, Daud, and Adzharuddin
(2016) confirmed this finding.

The long hours spent on the internet in
general and social media specifically by
Malaysian youth is something to worry about
among educators, parents, and policy makers.
However, the study of Soh, Chew, Koay,
and Ang (2018) found some enlightening
solutions. They suggest that although peer
attachment competes with parent attachment
in influencing teenagers online risky
behaviours, nevertheless, parental influences
is stronger when they actively mediate their
children’s online activities.

Klik dengan Bijak (KDB) Programme

KDB takes a holistic approach towards
awareness and education by promoting a
shared culture of responsibility with families,
schools, industry, government, and others
in the community (About Klik dengan Bijak,
2014). All parties need to play their part
to promote positive use of the internet. It
specifically targets groups that are most
vulnerable to threats and risks related to the
internet such as children and their caregivers
(parents and guardians) and the youth who
are heavy users of internet. KDB incorporates
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the values enshrined in our Rukun Negara
and its main themes are to promote safety,
security, and responsibility among internet
users.

The objectives of the KDB programme

are as follow:

e Generate literate users of
technology and new media
content.

e Create a sense of responsibility
among internet users to be ethical
and sensitive to other users.

e Educate internet users about the
importance of self-regulation

e Create a safe environment for the
users of the internet.

KDB consists of several topics: cyberbullying,
hacking, online grooming, online fraud,
oversharing, rights and responsibility of online
citizens, phishing and spam. A complete KDB
programme is a full day event that consists
of talks, games, and exhibitions. Brochures,
bookmarks, booklets, Facebook, Instagram,
stickers, postcards, and YouTube videos are
all utilised to spread KDB messages during
the programme.

Several theories and concepts corresponding
to the above issues are applied. Among them
is the concept of peer influence. This concept
suggests that the perceived behaviour of
peers is more important than the actual
behaviour (Arnett, 2007; lannotti & Bush,
1992). ltis pertinentin explaining adolescents’
decision to indulge in risky behaviour.
Peer influence and cognitive development
theories are similar in the sense that the
interpretation of the environment influences
behaviour and not the actual environment
(lannotti & Bush, 1992; Inhelder & Piaget,

1958). Additionally, Social Norm Theory is
linked to the concept of Peer Influence and
Cognitive Developmental Theories. This
theory suggests that behaviour is influenced
strongly by perceptions of behaviour and
social group norms, even if this perception is
incorrect (Scholly, Katz, Gascoigne & Holck,
2005). Adolescents who perceive that many
of their friends engage in illegal downloading
of movies online may believe that this is a
socially acceptable behaviour and therefore
is more willing to engage in this behaviour
themselves.

The study also applied the five well-known
persuasive techniques which are bandwagon,
glittering generalities, card stacking, positive
emotional appeal and negative emotional
appeal. Previous studies have applied these
techniques to test how they contribute to
online behaviour (e.g., bandwagon [Kim &
Sundar, 2014], glittering generalities and
card stacking [Wright & Bachmann, 2015],
positive and negative emotional appeal
(Alhabash, McAlister, Hagerstrom, Quilliam,
Rifon, & Richards, 2013).

The bandwagon persuasion technique
refers to the act of encouraging people to
join an opinion, behaviour or action that
is considered favourable and therefore
considered acceptable by a group or society.
Glittering generalities refer to a virtuous
quality such as dignity or honour (Wright &
Bachmann, 2015). Card stacking refers to
an act that uses facts and figures to support
an argument, whereas emotional appeal is
a persuasion appeal that can evoke either
positive or negative feelings.

Other theories that were applied in this
study include Basic Human Values (BHV)
which seeks to understand the types of
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values that exist in the KDB materials. This
theory was established by Schwartz (1992,
1994). Values are important because they
can explain peoples’ behaviour and their
underlying motivation for behaving in a
certain manner. Being exposed to values may
also affect people’s behaviour. According to
Bada, Sasse, and Nurse (2015), the manner in
how messages are delivered to the people is
contingent upon their local culture. The ten
main values investigated in this study are:
power, achievement, hedonism, stimulation,
self-direction, universalism, benevolence,
tradition, conformity and security.

Finally, the study also applied the news
frames theory. News frames refer to
highlighted aspects in the news coverage of
events by stressing on certain features of a
story and reducing complex issues to one
or two aspects (Nelson, Clawson, & Oxley,
1997). This means that instead of reporting
an event in its entirety with descriptions
on every detail, frames simplify an event
by taking a certain angle that is deemed to
be of interest to the public, based on the
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journalists’ best judgment (Waheed, Schuck,
Neijens, & de Vreese, 2015).

Two fundamental types of frames are episodic
and thematic frames (Gross, 2008; lyengar,
1991). Episodic frames depict issues in terms
of specific events and concrete instances
(lyengar, 1993), such as the experience
of a victim of cyberbullying or a victim
of online scams. It tells a story in a more
personal manner. For example, it will include
interviews with the victims. This will make
the story more relatable and personable to
media consumers. On television, episodically
framed news is found to be more appealing.
Gross (2008) posits that episodic news may
draw readers into the story because it may
contain elements of emotions in it. According
to Hart (2010), people will often rely on their
emotions to form their opinions.

Thematic frames, on the other hand focus
on issues in a broader context by presenting
collective evidence (lyengar, 1993), such as
the rise in cybercrimes and the increase of
cyberbullying cases in Malaysia.

METHODOLOGIES

Different research methodologies were designed and executed to achieve the individual
objectives in this research. To achieve the first objective of evaluating the effectiveness of the
KDB programme, an experimental study was designed. A questionnaire survey was created by
adopting and adapting questions from the works of previous scholars. Their level of knowledge
was based on eight KDB topics that were all addressed in the programme: Cyberbullying,
Hacking, Online Grooming, Online Fraud, Oversharing, Phishing, Rights and Responsibilities
of Online Citizens and Spam.

Two types of comparisons were done: 1) testing of the level of knowledge of participants from
the experimental group before and after exposure to the KDB programme, and 2) testing of
the level of knowledge of participants from the control and experimental group after the KDB
programme.
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To achieve the second objective of
evaluating the effectiveness of the KDB
videos, a longitudinal experimental survey
was conducted. This was conducted by
comparing the level of knowledge of the
participants before exposure to KDB videos,
immediately after exposure to the videos,
and 3 months after the exposure. The same
participants were used in all 3 time points of
the study. The effectiveness of the videos
was based on 4 topics that were addressed
in the videos: 1) Online Fraud addressed by
the video entitled “Penipuan Internet”, 2)
Oversharing, addressed by the video entitled
“Berkongsi secara Berlebihan”, 3) Phishing,
addressed by the video entitled “Penipuan
Internet”, and 4) Rights and Responsibilities
of Online Citizens addressed by the video
entitled “Maklumat Palsu”. Similar to the first
study, a questionnaire survey was created by
adapting from the works of previous scholars.
The same questionnaire was used at all 3 time
points of data collection.

For the third objective, which is to understand
the issue of online risks from the perspective
of the youth, a Focus Group Discussion (FGD)
was conducted among youth from Sabah,
Sarawak, and Peninsular Malaysia from urban
and rural schools. The FGD took the form
of a semi structured discussion where the
qguestions asked to the participants were pre-
set based on the theories and concepts of
cognitive development theory, peerinfluence,
and social norm theory. Despite the pre-set
qguestions, interviewers had to remain flexible
in diverting topics or changing topics based
on the current state of the discussions. This
allowed for a more diverse discussion and a
richer data set.

To achieve the fourth objective of
investigating the content of the information
disseminated to the public, content analysis
was conducted. MCMC provided the
researchers with the printed KDB materials
which included brochures, pamphlets,
postcards, and stickers. The researchers
created two codebooks that enabled the
content analysis to be conducted; one
was designed to investigate the contents
of materials and the other codebook was
designed to extract information from the KDB
videos that have been published on YouTube
and Facebook. Upon the completion of the
codebook, two coders were hired to do the
coding. After undergoing intensive training
sessions, an inter-coder reliability test was
conducted to test whether the understanding
of eachiteminthe codebook are at acceptable
levels. The inter coder reliability reading for
all sections in both codebooks were above
80 percent, which is considered an acceptable
level. Since the results were satisfactory, the
coders proceeded to code the remaining
materials.

Another codebook was created to achieve
the fifth objective: investigate the content
and methods employed in the media reports
on the KDB programme. The same coding
procedures were conducted. This codebook
contained instructions on how to extract
information on the presence of frames, and
values attached to those frames in the media
news reports.
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FINDINGS

Objective 1: To evaluate the effectiveness of the KDB programme

When comparing the level of knowledge of the experimental group before (T,) and after (T,)
exposure to the KDB programme, results show that there were significant improvements for
the topics of Hacking and Online Grooming. There were no significant changes for the topics of
Cyberbullying, Online Fraud, Phishing, Rights and Responsibilities of Online Citizens and Spam.
Surprisingly, significant deterioration was found for the topic of Oversharing.

Table 1: Comparing the level of knowledge of experimental group before (T1) and after
exposure (T2) to the KDB programme (n=68)

No. Topic Summary

1 Cyberbullying No significant change

2 Hacking Significant improvement
3 Online Grooming Significant improvement
4 Online Fraud No significant change

5 Oversharing Significant deterioration
6 Phishing No significant change

7 Rights and Responsibilities of Online Citizens No significant change

8 Spam No significant change

When comparing the level of knowledge of the control group and the experimental group after
exposure to the KDB programme, results show that the level of knowledge was significantly
higher for participants in the experimental group for the topics of Hacking and Spam. All other
topics showed no significant differences between the two groups.

Table 2: Comparing the level of knowledge of the control group (n=31) with the
experimental group (n=68) after exposure to the KDB programme (T2)

No. Topic Summary

1 Cyberbullying No significant difference

2 Hacking Experimental Group significantly higher
3 Online Grooming No significant difference

4 Online Fraud No significant difference

5 Oversharing No significant difference

6 Phishing No significant difference

7 Rights and Responsibilities of Online Citizens No significant difference

8 Spam Experimental Group significantly higher
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From the results, it can be concluded that the programme was effective only for the topic
of Hacking. The other 7 topics addressed in the KDB programme (Cyberbullying, Online
Grooming. Online Fraud, Oversharing, Phishing, Rights and Responsibilities of Online Citizens,
and Spam) were found to be ineffectively addressed. In general, it can be concluded that the
KDB programme was ineffective.

Table 3: Summary of findings for the experimental study

Experimental Group Control Group vs.

Experimental Group inT,

Summary of
KDB Programme

T,vs. T,

1 Cyberbullying No significant change No significant difference Ineffective
2 Hacking Significant improvement Experimental group Effective
significantly higher

3 Online Grooming Significant improvement No significant difference Ineffective
4 Online Fraud No significant change No significant difference Ineffective
5 Oversharing Significant deterioration No significant difference Ineffective
6 Phishing No significant change No significant difference Ineffective
7 Responsibilities No significant change No significant difference Ineffective
8 Spam No significant change Experimental group Ineffective

significantly higher

The study also found that participants’ perception towards the KDB programme was more
positive than negative. They believed that the most effective method of relaying KDB messages
was through YouTube videos, followed by lectures and exhibitions. They perceived the KDB
reading materials and interactive activities such as online quizzes to be the least effective
methods. From this, it can be said that these youngsters were more inclined to prefer teaching
methods that would allow them to be passive receivers. They disliked teaching activities that

required effort on their part (i.e., reading and interactive activities).

Objective 2: To evaluate the effectiveness of the KDB videos

Results from the longitudinal survey shows
that for the topic of Online Fraud, the video
addressing this topic (Penipuan Internet)
was found to be effective at maintaining
participants’ level of knowledge on this
topic irrespective of group division. Over an
extended period of time, the video brought
many significant improvements to more than
half of the tested groups.

In general, based on the summary of level
of knowledge before exposure to the KDB
videos and 3 months later (T,-T,), the video
was able to bring significant improvement to
the level of knowledge among participants
from urban schools, from Sabah, and those
in the late adolescence group. The video was
more successful at increasing the level of
knowledge after an extended period of time,
rather than a short period of time.
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Figure 1: Summary of findings on Online Fraud

For the topic of oversharing, the video addressing this topic (Berkongsi secara Berlebihan) was
found to be effective in maintaining participants’ high level of knowledge. The effectiveness
of the video was equal over a short period of time and over an extended period of time. Two
groups (urban and Sabah) struggled after the initial exposure to the video, but over an extended
period of time, they were able to make sense of the lesson and significantly improve their level
of knowledge. Interestingly, the level of knowledge of participants in the late adolescence
group remained unchanged throughout all the time point comparisons. Groups that benefited
the most from this video are the participants from urban schools and those from the early
adolescence age group.

Overall Urban Rural Sabah S'wak P.Msia Early Adol. Late Adol.
(n=1,218) (n=538) (n=680) (n=303) (n=142) (n=773) (n=482) (n=736)
Short 7,-7, [ N N N I S N —
Extended  T,-T, [ I NN
General T, -T, [ I T ——

Figure 2: Summary of findings on Oversharing

For the topic of Phishing, the video addressing this topic (Penipuan Internet) was found to be
overall effective by significantly improving the knowledge levels of participants over a short
period of time. Over an extended period of time, the finding became complicated as some
groups showed significant deterioration in their level of knowledge. The effectiveness for
the level of knowledge over an extended period of time was bad. Generally, this topic was
well addressed for participants in 3 groups (urban, Sabah, and Sarawak). The topic effectively
maintained the high level of knowledge in 2 groups (early and late adolescence) but was
ineffectively addressed in 2 groups (rural and Peninsular Malaysia). Across all time points, this
topic was effectively addressed among participants from urban schools as the results showed
a significant improvement for them at all time point comparisons.

Overall Urban Rural Sabah S'wak P.Msia Early Adol. Late Adol.
(n=1,218) (n=538) (n=680) (n=303) (n=142) (n=773) (n=482) (n=736)
Short 7,-7, | I B P I D R
Extended  T,-T, [N e e
General  T,-T, [ NN D I e

Figure 3: Summary for findings on Phishing
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For the topic of Rights and Responsibilities
of Online Citizens, the video addressing
this topic (Maklumat Palsu), was found to
be effective in maintaining participants’
level of knowledge over a short period of
time. It significantly improved their level of
knowledge, irrespective of group division
over an extended period of time. Looking
at the information in Figure 4, the lesson
conveyed in the video did not immediately
bring significant improvement. Over a short
period of time, the level of knowledge of

Overall Urban Rural
(n=1,218) (n=538) (n=680)
Short T,-T,
Extended  T,-T, |
General  T,-7, |[ENEG—

participants were effectively maintained at
a high level. The video was more effective
over an extended period of time compared
to over a short period of time as it brought
about even more significant improvements.
Generally speaking, this video was effective,
and has brought the most amount of
significant improvements to almost all groups
tested compared to the videos on Penipuan
Internet and Berkongsi secara Berlebihan.

Sabah
(n=303)

S'wak
(n=142)

P.Msia
(n=773)

Late Adol.
(n=736)

Early Adol.
(n=482)

Figure 4: Summary for the findings on Rights and Responsibilities of Online Citizens

In testing the overall effectiveness of the
KDB videos, participants’ level of knowledge
before exposure to the KDB videos was
compared with their level of knowledge 3
months after exposure. It can be seen that
the KDB videos were effective in addressing

Urban
(n=538)

Overall
(n=1,218)

Rural
(n=680)
Online Fraud
Oversharing
Phishing
Responsibility

the topics of Online Fraud and Rights and
Responsibilities of Online Citizens. They
were also effective in maintaining the level
of knowledge of participants on the topics of
Oversharing and Phishing.

Sabah
(n=303)

S'wak
(n=142)

P.Msia
(n=773)

Late Adol.
(n=736)

Early Adol.
(n=482)

Figure 5: Summary of findings on the effectiveness of the KDB videos before exposure to the

KDB videos (T,) and three months after exposure (T,).
Groups that gained the most were participants from urban schools and participants from Sabah.

In general, it can be concluded that the videos were effective in educating the participants.

. Effective

. Ineffective Maintain
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Objective 3: To understand the issue of online risks from the perspective of the youth

The study on understanding the issue of online risks from the perspective of the youth shows
that most, if not all youth from urban areas have access to smartphones and computers.
Therefore, chatting with online friends on a daily basis is a norm.

Table 4: Demographic Information of FGD Participants

Location Male Female Race Age (years)
Urban Peninsular Malaysia ) 10 Malay 14
Rural Peninsular Malaysia 6 10 Malay 13-14
Urban Sabah 4 5 Malay, Chinese, Indian 16
Rural Sabah 7 2 Bumiputra Sabah 16
Urban Sarawak 20 (gender unspecified) Bumiputra Sarawak Information
unavailable

Rural Sarawak 10 8 Bumiputra Sarawak, Information

Chinese unavailable
Total 88

The motivations for youth to use social media are for entertainment, to appear popular, to make
genuine friends, and to discuss academic matters. Some youth display a vague understanding
of risky behaviour online while most provided accurate descriptions, which are in line with
the messages championed by KDB. However, this did not mean that they steered clear from
indulging in online risky behaviour.

Many were found to have befriended strangers online because it increased their number
of followers which in turn can increase the number of “likes” for their posts. Strangers with
physically attractive profile pictures will have a higher chance of being added to the adolescents’
friends list. Besides boosting their self-esteem, they revealed that they also confided in them.
What remains unknown is the motivation of these strangers (i.e., malicious or genuine intent).
Many from rural areas have either been victims of cyberbullying or know of people who
have been cyberbullied. Meanwhile, some youths from urban areas have admitted to being
cyberbullies.

There were differences in responses by the youth in urban and those from rural areas in terms
of the level of openness, depth of understanding concerning online risks, handling of online
risks, and being victims versus being perpetrators of cyberbullying. It was also discovered that
most of the FGD participants had neither heard of nor participated in a KDB programme.
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Objective 4: To investigate the content of the information disseminated to the youth

264 KDB textual materials were identified for this study. From the bulk of the materials
examined in this study, 14 percent contained persuasive approaches while 86 percent did not.
Where persuasive approaches were present, it was found that negative emotional appeal was
the most present persuasive approach in the KDB textual materials followed by card stacking,
glittering generalities, positive emotional appeal, and bandwagon.

Table 5: KDB materials

Materials N

62%
Negative Emotional Appeal

Facebook posts 228 Persuasive

Brochures 7 Approaches in 16%
Stickers 6 KDB Textual Card Stacking
Postcards 6 Materials

Booklet 1

Bookmark 1

Total of textual

Videos
Total of KDB Materials Figure 6: Persuasive approaches in KDB textual

materials

For the KDB videos, it was found that negative emotional appeal was the most present
persuasive approach, followed by glittering generalities and bandwagon. Card stacking and
positive emotional appeal were absent in the KDB videos.

. . 9 .
E;gure 7: - Bandwonme Meanwhile values that are
ersuasive

most present in KDB textual

Approaches
in KDB . materials  were  security,
Videos Persuaswe. followed by benevolence,
Approaches in conformity, tradition, self-
KDB Videos direction, universalism,
stimulation, hedonism,

power, and achievement.
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Values in KDB Videos (%)
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Power Power

Achievement Achievement

Hedonism Hedonism

Stimulation Stimulation

Self-Direction Self-Direction

Universalism Universalism

Benevolence 8% Benevolence

Tradition Tradition

Conformity Conformity

Security 90.8% Security 71.4%

Figure 8: Values in KDB textual materials Figure 9: Values in KDB Videos

As for the KDB videos, the value that was most present was security, followed by achievement,
hedonism, benevolence, stimulation, self-direction, universalism, and power. Tradition and
conformity were not present in the videos.

Objective 5: To investigate the content and method of media reporting on the KDB
programme.

Media reports on the KDB programme refers to textual publications in printed and online
media outlets. Results show that KDB received the most amount of coverage from The Star
(n= 22, 13.4%), Berita Harian (n = 21, 12.8%), and New Straits Times (n = 18, 11%). There was
less coverage from Personal Blogs (n = 12, 7.3%), Utusan Malaysia (n = 10, 6.1%), Bernama
(n = 7, 4.3%), and the least from Sin Chew Daily, Harian Metro, Kosmo, and Sinar Harian
(n = 6 each, 3.7%). Most of the KDB coverage was positive (n = 125, 76.2%)

40%

Topics in KDB Media Reports Thematic

0 10 20 30 40 50 60 70 80 90 100

N
- .

Combination Frames
Cybercrimes E | di

Unidentifiable mploye .|n

Think before KDB Media oot
sharing Reports Equally Episodic
Taking of Thematic
Responsibility

Cyberbullying

Figure 10: Topics in KDB Media Reports Figure 11: Frames Employed in KDB Media Reports

The frames employed in the media reports were largely thematic. On average, the news
sources employed frames that were more thematic than episodic. This means that the media
reports provided information in a more general manner by displaying statistics rather than by
tapping into citizens’ personal stories and emotions.
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DISCUSSION

The investigation of the effectiveness of the
KDB programme shows that only the topic
of Hacking was effectively addressed in the
KDB programme. The other seven topics,
Cyberbullying, Online Grooming. Online
Fraud, Oversharing, Phishing, Rights and
Responsibilities of Online Citizens, and Spam,
were found to be ineffective. This means that
overall, the KDB programme was ineffective.

The investigation on the effectiveness of the
KDB videos, shows that the videos addressing
Online Fraud and Rights and Responsibilities
of Online Citizens were effective in increasing
participants’ level of knowledge. The videos
were also effective in maintaining the level of
knowledge on the topics of Oversharing and
Phishing. Groups that had the most to gain
were participants from urban schools and
participants from Sabah. It can be concluded
that the videos were effective in educating
the participants.

The study that sought to understand the
issue of online risks from the perspective of
the youth found that motivations for youth
to use social media are for entertainment,
to appear popular, to make genuine friends,
and to discuss academic matters. Some
youth displayed a vague understanding of
risky behaviour online while most provided
accurate descriptions, in line with the
messages championed by KDB. However,
many were found to befriend strangers online
becauseitincreased their number of followers
which in turn increased the number of “likes”
for their posts. Many from rural areas had
either been victims of cyberbullying or knew
of people who have been cyberbullied.

The investigation on the content of the
information disseminated to the youth shows
that most of KDB's textual materials did not
contain persuasive approaches. The situation
was similar for KDB videos. This is an
indicator that most of the KDB content was
informative in nature. For both KDB textual
materials and videos, the most present
persuasive approach was negative emotional
appeal. This could be an indicator that it is the
Malaysian culture to educate by way of fear
or guilt, both of which are concentrated on
negative outcomes. The value most present
in the KDB printed materials and videos is
security.

Finally, the investigation on the content
and method of media reporting on the KDB
programme showed that individual topics
that received the most amount of coverage
is Cybercrimes, followed by Think before
Sharing, and Taking Responsibilities for one’s
own Online Postings . The frames employed in
the news coverage by sources who produced
these reports were largely thematic instead
of episodic. This means that most of the
news was written in an impersonal manner,
by presenting facts and figures instead of
by incorporating personal stories that would
evoke emotions.
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CONCLUSION

The KDB programme was initiated by
MCMC with the best of intentions.
However, this study found that, save for
the subject of Hacking, the programme was
largely ineffective. The KDB materials that
are disseminated to the public whether
textually or online are more informative than
persuasive, which may have contributed to its
ineffectiveness in the target population. Also,
the media reports on KDB strengthens the
findings that most information disseminated
are more informative than persuasive. Where
persuasive content was used, the approach
taken was to show negative emotional
content, which could be a reflection of the
Malaysian culture to educate through fear or
guilt.

Of all the methods used to convey KDB
messages presented to the adolescents, the
KDB YouTube video was the most preferred,
compared to teaching activities that required
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effort on their part. The most viewed videos
were found to be effective either in terms of
significantly improving the adolescents’ level
of knowledge on online safety, or in terms of
maintaining their level of knowledge.

It was also discovered that the youth
understand what risky behaviour is online.
Despite this, they continue to indulge in such
behaviour in efforts of increasing acceptance
among peers which contributes to higher
self-esteem.

Since the KDB programme tackles a very
important area that is relevant and needs
to be addressed, it is likely that MCMC will
continue efforts to address concerns and
negative issues that arise from high internet
usage. Hence, it is important that the
learnings and the recommendations from
this study be taken into consideration when
planning future initiatives.
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RECOMMENDATION

Based on the five studies, several suggestions are made to improve the KDB programme.
They are:

e Toinclude more entertaining elements in the KDB lectures (e.g., jokes, graphics) to maintain
participants’ interest in the messages conveyed.

e To employ school teachers to either teach MCMC representatives effective methods of
message delivery for school students or to provide the school teachers with the KDB
content and have them deliver it to their own students as they are better at understanding
their students’ capabilities and level of understanding compared to MCMC representatives.

o Tocreatevideosthatare morerelatable to participants fromrural areas since the setting of all
KDB videos are in the urban areas.

e To increase publicity by conducting KDB programmes at schools consistently and
frequently.

e Toensurethat materials produced adhere to cultural preferences such as negative emotional
appeal and to encourage MCMC representatives to produce media reports that emphasises
onepisodicframing by including excerpts of interviews with the public to increase relatability
and increase readers level of interest on the issues discussed.
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ABSTRACT

Against the current mobile communication technologies milieu, this study sought to analyse
the technological communication patterns (or new communication technology habits) among
young Malaysians, cutting across all types of new media, and smartphone usage patterns of
young Malaysians aged 11 to 18 years old, and how the communication trends affect the young
digital natives’ familial and peer face-to-face social interaction. The research also aimed to
study the perceptions of parents with children aged 11 to 18 towards the children’s use of
internet and smartphones, parents’ concerns and issues as well as parental control methods.
These issues include social skills and social anxiety. Data was collected through three research
stages over a period of 15 months. Firstly, a self-administrated survey using a close-ended
questionnaire was administered to 2,110 students aged between 11 to 18 years old in Malaysian
primary and secondary schools in eight states including Sabah and Sarawak. Secondly, self-
administrated surveys were distributed among 365 parents with children aged 11 to 18 years
old from both West and East Malaysia. The third data collection method was focus group
discussion with two sessions held with parents in Miri and Putrajaya.

Keywords: technological communication pattern, digital natives, parental control,
social skill and social anxiety
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INTRODUCTION

The advances in ICTs, especially smartphones
have substantially altered the way humans
interact. The utilisation of such technologies
has increased dramatically over the past
decade and most of the masses are indulged
in its usage. Much of our communication
is now online, much of our leisure and
entertainment is provided by the internet,
and many of us find our mobile phones have
become an essential part of our connectivity
and everyday organisation. Between email,
texting, social networking, instant messaging,
and Skype, people now have the resources
that would make it possible to spend days
or months without coming face-to-face
with another person, and yet still remain
connected with the world. With these
changes in lifestyle, questions are arising
about what technology may be doing to us.

As we spend more time on the internet,
our socialisation with others face-to-face is
clearly decreasing as well. With smartphones
cheaply available now, many people,
especially the youngsters, are spending most
of their time on the internet, leading to a
problematic behavioural phenomenon known
as internet addiction. This has become a
growing concern among adolescents around
the world, and in Malaysia, it was reported to
be at a critical stage, where many youngsters
are suffering mental health problems due to
the long time spent in front of computers and
gadgets (Ling, 2015).

In addition, Srivastava (2005, p. 112) also
reported on how the use of mobile phone has
affected the structure and “closeness” within
families. According to Srivastava (2005, p.
113), mobile phones connect people to the
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outside world, and thus make them feel less
lonely. However, Cilliers and Parker (2008)
argue that the mobile phone has caused
family members to diminish ties with each
other and encourages the development of
independence and individuality. Therefore,
within the family, the adoption of the
mobile phone has meant changes in power
and control in the parent-child relationship
because of increased freedoms as well as
more social interaction in daily life.

Given the scenario, we undertake a survey to
ascertain the technological communication
patterns (or new communication technology
habits) of young Malaysians. We looked into
some of the issues related to the impact
of smartphone on young people’s social
life, especially the impact of technological
communication on the social interaction
and the familial relationship. We also
examined whether or not the participants
who use technological communication more
frequently or preferred it to face-to-face
communication, would have lower social
skills and high social anxiety.

In summary, the key objectives of this
research are to: 1) identify the technological
communication and smartphone usage
patterns of young Malaysians in the digital
age, 2) investigate impact of technological
communication on the familial relationship
among young Malaysians, 3) determine the
impact of technological communication on
the social interaction and engagement among
young Malaysians, 4) examine the relationship
between smartphone addiction and social
skills among young Malaysians and 5) study
the perceptions of parents with children aged



11 to 18 towards children’s use of internet
and smartphones, to understand parents’
concerns and opinions about technological
communication and methods of parental
control.

LITERATURE REVIEW

The impact on device usage on youth have
been much studied, centred around the
young users, its impact on personal and
familial relationships, addiction levels and
social anxieties implications.

ICTs and Youth

Today’s youth are different from any
generation before them as Rosengren (1994)
phrases: “..effects of changes in the media
structure seem to reach young people more
rapidly than old people”. They are exposed
to digital technology in virtually all facets
of their day-to-day existence (Tapscott,
1998). Statista (2017) found that 93 percent
of internet users in the age under 25 were
accessing the internet daily; in more numbers
than older age groups. In addition, the
Department of Statistics Malaysia (2018)
reported that individuals using internet aged
15 years and above in Malaysia rose by 9
percentage points to 80.1 percent in 2017,
from 71.1 percent in 2015 (Alias, 2018;
Department of Statistics Malaysia, 2018).

Impact of ICTs on Personal and Familial
Relationships

The internet appears to play a prominent
role in human communication (Gapsiso &
Wilson, 2015). Nie and Ebring (2010 as cited
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in Brown, 2013) proved that the more time
members of our society spend using the
computer, the less time they spend in person
with family and friends. This is supported by
several studies (Cuber Atlas, 2000; Nie &
Ebring, 2000 as cited in Gapsiso & Wilson,
2015) where the findings indicated that, the
more people used the internet, the lonelier
they felt and the less they engaged in
interpersonal communication, even with their
family members. Psychologists, teachers, and
writers have theorised that we are becoming
an “autistic society” thatnolonger valuesface-
to-face interaction (Yehuda, 2001 as cited in
Brown, 2013). Another researcher (Turkle,
2012) specifically examined the effects of
technology on familial relationships. After
interviewing more than 300 young people
and 150 adults, Turkle found that children
were often times the ones complaining about
their parents’ obsession with technology.
Turkle discovered that many children
believed their parents paid less attention to
them than to their smartphones, often times
neglecting to interact with them face-to-face
until they had finished responding to emails,
short messages and so forth.

Internet and Smartphone Addiction

Internet and smartphone addiction are not
substance addictions; they are behavioural
addictions (van Deursen et al., 2015, as cited
in Lee, Lee & Lee, 2016) that are related
to the way people use the internet and
smartphones. Lee et al (2016) claimed that
internet addiction and smartphone addiction
have similar psychological and behavioural
symptoms to other addictions, such as
addiction to alcohol. Citing past studies; (Kuss
et al., 2013; Widyanto, Griffiths, & Brunsden,
2011; Young, 1998), Lee et al (2016) pointed
out the common symptoms of internet and
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smartphone addiction are loss of control,
preoccupation, withdrawal, orientation
toward cyberspace to manage moods, and
conflict or negative consequences.

Three characteristics of mobile phone
addiction have been articulated by Roos
(2001 as cited in Chen, 2006) below:

1) People who are addicted to mobile
phone always keep their mobile
phones on;

2) They tend to use their mobile phones
even when they have a land-line
phone at home; and

3) They normally are confronted with
financial and social difficulties due to
their excessive mobile phone use.

Social Anxiety

Social anxiety disorder, also known as
social phobia, is a type of anxiety disorder
characterised by excessive fear, anxiety,
discomfort, and self-consciousness in social
settings. Individuals with social anxiety
disorder (social phobia) have a heightened fear
of interaction with others in a variety of social
interactions and worry they will be scrutinised
by others (Shelton, 2019). A study by Brown
(2013) examined the relationship between
the use of technological communication and
social skills in college students. A total of 112
male and female undergraduate students at
Connecticut College were surveyed about
their social skills, social anxiety, technology
use, and technology preference. In general,
the college students in this sample led
extremely technologically dense lifestyles.
The study proved that poor social skills are
the motivating factor for a strong preference
for technology use, and that overuse of
technology is the consequence of social
anxiety.
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METHODOLOGY

Research Instrument

Two sets of self-administrated survey
questionnaires were developed: 1) A set of
survey questionnaire to gain insights into
how students value various smartphone
applications and tools, their perceptions
toward mobile communication, ae well as
its impact on social interaction, familial
relationship, social anxiety and social skills;
and 2) A set of survey questionnaire for
parents with children aged between 11 to
18 years old. In addition to surveys, focus
group discussion (FGD) sessions had also
been conducted among parents with children
aged 11 to 18 vyears old. Parents were
involved in the research merely to solicit
information pertaining to their children’s use
of smartphone and some issues pertaining to
mobile communication.

Sampling

For the category of students, the surveys
were administered to 2,110 students aged
between 11 to 18 years old (primary and
secondary school students) who were
recruited wusing a purposive sampling
technique. Students aged 11 to 18 vyears
old were selected due to the relationship of
this generation with digital technologies. For
the category of parents, the surveys were
administered to 365 parents with children
aged 11 to 18 years old who were recruited
using the combination of convenience and
snowballing sampling techniques. For the
surveys, 165 student questionnaires (2,110
sets in total) and 12 parent questionnaires
(365 sets in total) were removed due to failure
to obtain complete results on the surveys
or did not return. Hence, the response rate
for the surveys was 92.2 percent and 96.7
percent respectively.
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Data Collection

The surveys among the category of students commenced in schools from 14 November 2017,
and were then continued in January through April 2018. The surveys were conducted in several
schools in Malacca, Pahang, Penang, Perak, Negeri Sembilan, Selangor, Sabah and Sarawak.

A mixed method approach was employed among samples of parents with children aged 11 to
18 years old. In addition to survey questionnaire, qualitative FGD sessions were conducted
to understand the parental control issues on smartphone use among their children. For the
surveys, a total of 365 questionnaires were collected among parents from school teachers,
parents, lecturers, their friends, and so forth through convenience and snowballing sampling
techniques. Finally, two sessions of the FGD were held in February and May 2018 respectively
at Miri Home Tuition Centre Sarawak and Pusat Internet 1 Malaysia, Presint 18 Putrajaya.

FINDINGS & DISCUSSION

Smartphone Usage Patterns Among Youth in Malaysia

To understand the smartphone usage pattern among Malaysian youth, the study looked
into the demographic age of users, pattern of ownership of devices, time spend and location
accessing internet. The summary of Malaysian youth smartphone usage is in the Figure 1
below. The internet is an integral part of the lives of young people in Malaysia, with most going
online regularly to learn, keep in touch with friends and have fun. Born into an already web-
connected world, many teens have been using the internet for the majority of their lives and
fear not having access to the digital environment.

' 83.3% s i e =
| . smartphones | | Internet for |
! "1 morethan 4 @ |
|12 1315 1618 hours per day |

years  years  years I
od  old old Weekdays Weekends |
31.6% 50.7%

: 27.5% 27.7% 28.2%

70.7%

54 9% " | e ' :’iilifx?

s b ¥ i X ) 1"- |
- 94.7% oo

Y o inthe HD"Hl

Figure 1: Smartphone usage pattern among Malaysian youth
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The figure above indicates that 83.3 percent of Malaysian youth owned smartphones averaging
about 28 percent for those aged 11-18 years old where almost 55 percent are prepaid users.
With the accessibility of the internet, usage of devices is further enhanced where youth spend
32 percent of their time or more than 4 hours during weekdays and 51 percent of their time
during the weekends. Almost 95 percent of the youth used their smartphones in their homes.
These findings were also consistent with the responses gathered from the FGD sessions with
parents where a majority of them reported that their children mainly engage in online leisure
or recreation websites/applications to play online games and watch videos!.

Smartphones and Youth

In trying to understand the impact of communication technologies on family and social
relationship, the study analysed reasons for using smartphones among youth, factors that
influence the smartphone purchase decisions and the behaviour problems faced by them.

i. Reasons to use smartphone

The majority of the students (80.5%) agreed that the smartphones give them more
freedom because they could stay in touch with their parents and 78.3 percent agreed
that they liked to use their smartphones to keep in touch with their friends regardless of
where they were. Meantime, 77.7 percent agreed with the statement that when they felt
bored, they used their smartphones to entertain themselves, and 76.9 percent agreed
on the fact that they feel safer because they can always use their smartphones to get
help. The results are consistent with past studies (e.g. Campbell, 2005; Chakraborty,
2006; North, Johnston & Ophoff, 2014; Sylvester, 2016). Campbell (2005) claimed that
young people use the mobile phone to organise and maintain their social networks, as
well as changed dynamics in the family, with issues of safety and surveillance from a
parental perspective. According to Chakraborty (2006), when respondents were asked
about the reasons for acquiring mobile phones, most of the respondents indicated the
need to use to stay in touch with family and friends, and the need to use in case of
emergency or personal safety. Sylvester (2016) indicated that regardless of their age,
gender, and location, all study participants agreed that a mobile phone is an essential
tool for keeping in touch with their loved ones.

Moreover, a high number of respondents (72.5%) felt that smartphones were useful and
had become a necessary device in their lives. This should be a cause for concern as we
do not want our children to be glued to their devices; hence the relevant ministries (e.g.
Ministry of Youth and Sports) could make non-digital device activities or games more
appealing. Local councils and relevant authorities could/should consider erecting more
playgrounds, badminton courts, tennis courts, football fields, parks with nature trails.

1 ICTs were classified into four categories as Social interactive technologies: Examples - emailing, instant messengers, online forums and chat rooms,

Facebook, Twitter, etc User-generated content tools: Flickr for sharing images and YouTube for sharing videos. Materials, comments, ratings, and reviews
added by users to Wikis, Blogging and websites can also be considered user-generated content; Mobile telephony: Mobile phone (voice call), mobile phone
(text message), and mobile phone (Internet-Based Mobile Messaging - e.g. WhatsApp, WeChat, Line, Facebook Messenger, etc.); and Other online leisure

or recreation activities such as online gaming, Podcast, etc
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Further, schools should incorporate more
meaningful non-academic programmes
like sports and cultural activities by
way of setting up clubs and societies
where students are active throughout
the academic calendar. Having said that,
teenagers need to also be taught self-
control in order not to expose themselves
to prolonged usage. Only a relatively
smaller share of students (26.4%) claimed
they got their own smartphones because
most of their friends used smartphones,
and had convinced them to get one.
The findings also indicate age, gender,
geographical locations, and household
income differences as several reasons to
take/use smartphones among students.

The research findings also reveal that,
of the 353 surveyed parents, a majority

they allowed their children to have a
smartphone as a way to stay in touch
with them no matter where they are.
Over half of them noted that they want
their children to have a smartphone for
safety purposes, especially when their
children are staying outside of the home
alone or going to school. However, only
21 percent of the parents claimed to hand
a smartphone to their children in order
to monitor their location. The majority
of the participants in the focus group
discussion (FGD) sessions pointed out
that they allowed their children to
take/use smart (or mobile) phones as
requested by school teachers. Some of
them noted that smartphones were used
in schools as requested by teachers for
doing assignments, and communication
among parents/children via group chats.

(77.6%) of the parents indicated that

ii. Factors considered when purchasing smartphones

There are a variety of smartphones available in the market with unique specifications,
features, and technologies. This study saw price to be the main factor that both students
and parents consider when buying a smartphone. Results show that the top three
factors affecting a smartphone purchase among the students were the price (71.1%),
size of memory in the phone to store files (70.7%), and brand (68.4%). The findings are
consistent with several past studies (e.g. Balakrishnan & Raj, 2012 as cited in North,
Johnston & Ophoff, 2015; Lim et al., 2014; Pakola et al., 2010 as cited in Shanka, 2013;
Saif, 2012 as cited in Shanka, 2013; Shanka, 2013). In addition, previous studies (e.g.
Nagarkoti, 2009; Shanka, 2013; Shrestha, 2016; Zahid & Dastane, 2016) also reported
that price factor had significant positive relationship with smartphone purchase. Brand
had also been one of the influential factors in purchasing a smartphone (ranked as third
highest response rate among students and second among parents). These findings are
in line with past studies such as Lim et al. (2014), Shanka, 2013, and Shrestha (2016).
Drawing upon the work of Balakrishnan and Raj, Karjaluoto et al. as well as Petruzzellis,
North, Johnston and Ophoff (2015) noted that the three main considerations by
Malaysian, Finnish and Italian university students when purchasing a mobile phone
were found to be brand, trend and price.
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A relatively smaller share of students think about appearance (26%) and accessories
(23.5%) when buying a smartphone. For them, the factor that affected them to make
a purchasing decision was more of a style factor than convenience. Similarly, only a
smaller share of students (16.2%) think of the weight of a phone as one of the factors to
consider when choosing a smartphone. In addition, research findings also indicate that
0.7 percent of the students reported other factors affecting a smartphone purchase
such as waterproof (or water-resistant) phones (0.2%), and parents’ decisions (0.5%).
However, social influence seemed like not an influential factor when purchasing
smartphones among surveyed students and parents. The findings of this research
corresponds with past studies (Rahim et al., 2015; Lim et al., 2014; Shanka, 2013), but
contradict with the study of Zahid and Dastane (2016).

iii. Behaviour problems related to smartphone usage

The research findings also indicate that the three top-ranked compulsive behaviour of
smartphone users among the surveyed students were; switching off their phones only
when the need arises such as studying in school, cinema etc.; always checking for missed
calls or messages, and treating smartphone use as one of the most important thing done
every day. Results show that over half of the students (52.3%) agreed with the statement
that they only switch off their phone when the need arises such as studying in school,
cinema etc., and 42 percent agreed that they always check for missed calls or messages.

Meantime, a total of 38.9 percent of the students agreed with the statement that using
the smartphone is one of the most important things they do every day. A relatively
smaller share of students (25.5%) claimed that they feel distressed when someone
doesn’t return their calls, 27 percent students indicated that they feel distressed
when their phones are not with them, and 28.7 percent agreed that their smartphones
made it more difficult for them to pay attention in class. Apart from that, the majority
of the students (72.4%) reported that they had set auto lock with password on their
smartphones, and about half of the students (50.1%) claimed that they had grown up
in a household with rules limiting their smartphones and internet usage. Meantime,
there were 32.4 percent students who noted that their parents had ever monitored
their location through their smartphones. Surveyed students had also encountered
several problems with regards to smartphone use, such as being in debt due to excessive
smartphone use (43.5%), being harassed by someone else through their phones, either
through voice calls or text messages (33.4%). Some have received sexually suggestive
nude or nearly nude photos or videos of someone else, either knowingly or unknowingly,
on their smartphones, but this was found not to be at a serious level. Only a smaller
share of students (18.4%) admitted that they had exhibited behavioural problems such
as sending pictures of others or text messages that if seen by their parents/guardians
or school officials would get themselves in trouble, and use their smartphones in class
without the teacher knowing.

54 = Are Smartphones Changing Human Interaction?



This study finds that the surveyed students
did not exhibit serious smartphone
usage behavioural problems such as
“abandon” their physical surroundings
to interact with someone else through
their smartphone or manage other things
with your smartphone, use smartphone
when walking/crossing the road, use
smartphone while having meals, talk
loudly on the phone even when they are in
public, and have their parents/guardians
take away their smartphones to discipline
them. Since the mean score of each of the
smartphone usage behavioural problems
(the mean scores range from 0.42 to 1.35)
and that of the compulsive behaviours of
smartphone users (the mean scores range
from 0.42 to 1.35) were not above 4 in
5-point Likert scale, it suggests that the
participants are not serious compulsive
users. The findings correspond with
the study of Lee et al. (2014). The
findings also indicate age, gender,
geographical locations, and household
income differences in smartphone usage
behavioural problems and compulsive
behaviour of smartphone users.

As for the parents, about half of the
surveyed parents worried that their
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children might see sexually/violently
explicit images on the internet. The
parents of the FGD sessions also worried
about the early exposure of their children
to the pornographic websites. They also
worried that their children might become
a victim of online grooming, might give
out personal/private information online,
might get information about self-harm,
suicide, anorexia, etc., and might become
isolated from other people by spending
too much time online. A relatively smaller
share of parents indicated their worries
about cyberbullying. Apart from that,
there were some parents with worries
that their children might neglect their
studies due to spending too much time
online for meaningless messaging using
mobile messaging apps and becoming
addicted to online games. Some of them
worry about the problems of making bad
friends or talking to strangers online. In
addition, the parents who participated
in FGD sessions also expressed concern
about the issue of electronic nanny—
TVs, video/online games, computers,
smartphones, etc. to entertain children
in the home. The participants also worry
about uncontrollable social media such as
Facebook.

Communications Technology Dependency and Impact on Relationships with Families and
Society

To investigate the impact of the smartphone on youth social interaction (i.e. maintain and build
social capital in school) and on family relationships, the research looked into; the degree of
young Malaysians dependencies on mobile communication in their daily lives; the extent of
mobile communication’s impact on young Malaysians’ familial relationship and the extent of
mobile communication impact on the young Malaysians’ social relationship. A 5 Likert scale
questionnaire scale: ‘Never’ (1), ‘Less often’ (2), ‘A few times a week’ (3), ‘At least once a day’ (4),
and ‘Several times a day’ (5) was used to measure the frequency of students’ calls made, and
texting for different purposes. The students were asked to tick the corresponding numbers (i.e.
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1 - 5). The responses of the students were then recoded with 0=Never, 1=Rarely, 2=Sometimes
(ST), 3=Frequently (FQ), and 4=Very Frequently (VFQ).

i. Dependency of Malaysian youth on communication technology

Table 1 reveals that over half of the surveyed students (1,043 students or 53.6%) had a
low level of mobile communication (MC) dependency, followed by 527 of them (27.1%)
who experienced a moderate level of MC dependency, and 259 students (13.3%) who
did not depend on MC at all. Only 6 percent were highly dependent on MC.

Table 1: Frequency and percentage of students’ total scores of frequency of mobile
communication use and their level of mobile communication dependency

Total scores of FMCU Level of MC dependency Frequency Percentage
> 33 High 116 6.0
22 -32 Moderate 527 271
11-21 Low 1,043 53.6
<11 Not at all 259 13.3

On average, the results indicate that the students had a low level of mobile
communication dependency (the total of FMCU scores ranged from 11 to 21 points).
It is apparent that the average participant experiences a ‘normal’ level of mobile
communication, suggesting that the participants are not serious compulsive users. The
findings correspond with the study of Lee et al. (2014). The findings also indicate age,
gender, and geographical locations differences in the degree of mobile communication
dependency. However, there were no statistical differences among students in terms of
household income.

ii. Impact of mobile communication on Malaysian youth familial relationship

The familial relationship scale (FRS) uses a 5-point Likert scale with 10 items in Q13 in
section B of the questionnaire for students, ranging from ‘Strongly Agree’ (5) to ‘Strongly
Disagree’ (1) to measure the familial relationship among students. The FRS scores were
calculated by simply summing up responses to each item. The total of FRS scores ranges
from 10 to 50 points as shown in Table 2.

Table 2: Frequency and percentage of students’ total scores of familial relationship
scale and their degree of familial relationship

Total scores of FRS Degree of familial relationship

> 40 Very Strong 20.6
30 -39 Strong 888 45.7
20 - 29 Moderate 554 28.5
10 - 19 Weak 76 3.9

<10 Very weak 27 1.4
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A linear regression analysis was used to test the null hypothesis 1 (H 1), which
intended to study the impact of frequency of mobile communication use on familial
relationship. Linear regression analysis is used when the value of a dependent variable
(familial relationship) was predicted based on the value of an independent variable (the
frequency of mobile communication use). The results are shown in Table 3.

Table 3: Regression results between the frequency of mobile communication use and
familial relationship

Model Summary?

R Square Adjusted R Square Std. Error of the Estimate
1 0.297° 0.088 0.088 7.699
ANOVA?
Model Sum of Squares Mean Square
1 Regression 11169.098 1 11169.098 188.439 0.000°
Residual 115164.940 1943 59.272
Coefficients®
Unstandardised Standardised
Coefficients Coefficients
5 [ saEm s |
1 (Constant) 28.502 0.445 0.297 64.081 0.000
Mobile Communication 0.301 0.022 13.727 0.000

a. Dependent Variable: familial relationship

b. Predictors: (Constant), the fr of mobile ication use

An attempt was made to fit a regression model to the data collected from the survey among students and a significant linear relationship was
observed between the frequency of mobile communication use and familial relationship. An R2 value of 0.088 was observed in this case. Since
the R2 value is 0.088, approximately 8.8% of variation in the familial relationship was explained by the frequency of mobile communication use,
which is very small (see Table 3). The strength of relationship can be expressed as;

Familial relationship = 28.502 + 0.301 (the frequency of mobile communication use). It can be concluded significantly that the frequency of
mobile communication use has a positive impact on enhancing students’ familial relationship.

iii. Impact of mobile communication on social relationships among youth

To see the impact of mobile communication used on social relationships among youth,
the study uses a 5-point Likert scale with 10 items as listed in Table 4, ranging from
‘Strongly Agree’ (5) to ‘Strongly Disagree’ (1) to measure the social relationship among
students. The SRS scores were calculated by simply summing up responses to each item.
The total of SRS scores ranges from 10 to 50 points as shown in Table 4.

A linear regression analysis was also used to test the null hypothesis 2 (H 2), which
intended to study the impact of frequency mobile communication use and social
relationship. The results are shown in Table 5. by fitting a regression model to the data
collected from the survey among students, a significant linear relationship was observed
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between the frequency of mobile communication use and social relationship. An R2
value of 0.151 was observed in this case. Since the R2 value is 0.151, approximately
15.1 percent of variation in the social relationship was explained by the frequency of
mobile communication use, which is relatively small (see Table 5).

Table 4: Frequency and percentage of students’ total scores of social relationship
scale and their degree of social relationship

Total scores of SRS Degree of familial relationship Frequency Percentage
240 Very Strong 290 14.9
30 -39 Strong 812 41.7
20 - 29 Moderate 680 35.0
10 - 19 Weak 117 6.0
<10 Very weak 46 24

Table 5: Regression results between the frequency of mobile communication use and
social relationship

Model Summary?
Model R R Square Adjusted R Square Std. Error of the Estimate
1 0.388° 0.151 0.150 7.815

ANOVA?

Model Sum of Squares df Mean Square F Sig.
1 Regression 21083.102 1 21083.102 345.218 0.000°
Residual 118662.653 1943 61.072

Coefficients?

Unstandardised Standardised

Coefficients Coefficients

1 (Constant) 24.736 0.451 0.388 54.789 0.000
Mobile Communication 0.413 0.022 18.580 0.000

a. Dependent Variable: familial relationship
b. Predictors: (Constant), the frequency of mobile communication use

The regression model coefficient table shown in Table 5 provides the necessary
information to predict social relationship from the frequency of mobile communication
use. The B coefficients indicate how many units of social relationship increases for a
single unit increase in each predictor (the frequency of mobile communication use).
Regression equation on the relationship can be expressed as:

Social relationship = 24.736 + 0.413 (the frequency of mobile communication use)
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Importantly, it is noted that the B
coefficients are positive numbers; higher
frequency use of mobile communication is
associated with better social relationship.
From the regression equation, it is
observed that the frequency of mobile
communication use has a significant
positive impact on enhancing students’
social relationships. Hence, there
was strong evidence to reject the null
hypothesis 2 (H02). There was a positive
impact of the frequency of mobile
communication use on social relationship.

The overall results proved that better
parent-children relationships were
fostered by the mobile phones. The
devices also mediate strong links with
friends and other community members.
Smart (or mobile) phones enable the
students to contact their family and
friends anytime and anywhere in order
to keep up with them, when they needed
someone to talk to or be with as well as
talk about their problems sometimes, and
when they were concerned about them.
In a nutshell, smart (or mobile) phones
have improved the familial relationship
and increased the “closeness” within
families among the surveyed students.
Likewise, it was found that the use of
smart (or mobile) phones improves social

cohesion and social relationships, Mobile
communication fosters social interaction
within friends among surveyed students.
Through communication with family
and friends on smart (or mobile) phones,
they also feel less lonely and less tense,
as well as get away from pressures and
responsibilities.

Besides, the findings in this research
that indicate a positive impact on
family relationships are congruent with
numerous past studies (e.g. Alderson,
2012; Khan, 2011; Liu & Leung, 2017,
Tamme & Siibak, 2012). Apart from that,
the findings that show a positive impact on
social relationships yield similar findings to
other earlier studies (e.g. Islam, Habes &
Alam, 2018; Lee, 2009; Vidales-Bolafios &
Sadaba-Chalezquer, 2017; Yang, Kurnia &
Smith, 2011) which found that the use of
mobile phones improves social cohesion
and social relationships. In conclusion
the present research and earlier studies
with similar findings demonstrate that the
mobile phone is often used to enhance
social cohesion, especially by connecting
their family members and friends. The
mobile phone provided a direct and
private communication channel between
parents and children, and between users
and close friends.

iv. Impact of mobile communication technologies on face to face communications

To discover if mobile communication technologies impact face to face communications,
the study sought to first understand reasons for the appeal in technologies. And if so,
whether it decreases the amount of time spent in engaging in face to face communication
with families and friends. The key reason young Malaysians preferred to have mobile
communication (or online communication) is that it is easier to communicate with

Are Smartphones Changing Human Interaction? » 59



people that live far away; easier to get
feelings across as they can use emoticons
to express their feelings, when they have
problems expressing it face-to-face and
feel more confident talking to each other
online, and when they are afraid to say the
wrong thing and texting give them more
time to think about what to say.

Some of the parents who participated
in the FGD sessions agreed that
the smartphones facilitate their
communication, especially via mobile
messaging/texting. They found phone
communication is much better than face-
to-face communication as it is convenient
to communicate with children and their
teachers anytime. Moreover, some
participants pointed out that texting does
not require spontaneous wit; they have
some time to think and carefully craft
clever messages.

Further, the findings showed that a
majority (88% in total) of the students
spent time in person with their family
(i.e. had face-to-face communication),
followed by talked to their family on
smartphone (86.3% in total), sent instant
messages or text on mobile messaging
apps to their family (82% in total), and
talked (voice calls) to their family on
mobile messaging apps (80% in total). The
findings also indicate that email is falling
into disfavour, with less than half of the
students using email to communicate with
their family, as it does not allow immediate
contact on smartphones, or when away
from computers. Overall, looking at the
research findings, the findings of current
research are that face-to-face encounters
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are more common than online encounters
within a family.

Nearly 5 in 10 teens spent at least 3 hours
daily with their family in person, while less
than 4 of 10 teens used landline and other
mobile communication technologies for at
least 3 hours daily. Only 12 percent of the
teens in the research reported that they
never spent time with family in person.

Hence, it can be concluded that the use of
mobile communication technologies does
not spoil face-to-face communication of
young Malaysians with their family. The
research also showed that there were
significant differences found in face-to-
face communication with family in terms
of age, gender, and household income.
However, the research findings indicated
that there was no significant difference
for face-to-face communication with
family in terms of geographical locations
and household income.

With regards to their relationship
with friends, this study revealed all of
these technology-based communication
methods have gradually replaced face-to-
face communication for many teenagers
in their communication and interaction
with friends. Only 15 percent of the teens
in this survey reported that they never
talk to friends (voice calls) on mobile
messaging apps. Less than 12 percent of
teens never talk to friends on smartphones
(11.4%), and never send instant messages
or text on mobile messaging apps to each
other (11.2%).



The study showed that the use of smart
(or mobile) phones has changed human
interaction in that mobile communication
has gradually replaced face-to-face
communication for teenagers in their
communication with friends but not
replaced face-to-face communication
with their family. This study also showed
that face-to-face communication
among children and teenagers is being
replaced by mobile messaging apps such
as WhatsApp, WeChat, and Facebook
Messenger. Text and voice messaging
were the main tools of communication as
well as talking on mobile messaging apps
(voice and video calls).

The findings vyield similar findings to
Blackman (2010), who noted that the
utilisation of text messaging has increased
dramatically over the past decade. Teens
especially have been found to display a
special affinity for text messaging as their
preferred type of mediated interaction.
Adolescent texting behaviour has been
found to peak in the late teen to young
adult age group (19 to 21 years old).
Pierce (2009 as cited in Nakamura,
2015) established a positive correlation
between the absence of social anxiety
among teenagers (feeling comfortable
when talking with others) and their ability
to make friends online.

The findings in the present study on
the effects of the smart (or mobile)
phone use on face-to-face and mobile
communications were partially supported
by past studies (e.g. Bian, 2012; Bian &
Leung,2014;Chenetal.,2014; Chen,2007;
Elsobeihi & Abu-Naser, 2017). In Bian &

Leung, 2014; Chen, 2007 and Elsobeihi
& Abu-Naser, 2017, there were strong
positive relationships between mobile
phone use and communication motives
with friends as well as family. Findings
in the present study found that the
increased use of mobile communication
technologies had diminished the face-to-
face communication of young Malaysians
with their friends, but not the family.
Findings in this research differs to the
work of past studies on the mobile
communication with family (Bian & Leung,
2014; Chen, 2007; Elsobeihi & Abu-Naser,
2017). This may be due to this research
examining younger teens living at home,
whereas the past studies investigated
late teens (e.g. college students) who had
moved out of parental homes and were
adjusting to new living environments.
They were not under the direct control
of parents while living away from home.
College students are typically away from
home, and are likely to use the technology
differently than teenagers living at home.

As younger teens need parental
protection and guidance, younger
children only used the mobile phone as
a way to coordinate family events and
keep parents informed of the children's
whereabouts (Devitt & Roker, 2009; Palen
& Hughes, 2007 as cited in Alderson,
2012). However, drawing on the work of
Green and Ling, Chen (2007) noted that
children sometimes avoided parents’
monitoring by not answering their mobile
phones (making excuses by claiming that
they did not hear the mobile phone ring or
that the battery was dead) or by not telling
the truth to their parents. Smale (2011)
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argued that mobile phones present the potential to connect the family when they are
separated, but mobile phones also present the potential to separate the family when
they are together.

v. Smartphone addiction and its association with social anxiety and engagement

To investigate if the Malaysian youth are addicted to smartphone, a term known as
‘nomophobia’ for digital addiction, the survey examines the level of smartphone
addiction (SAS) among young Malaysians, ranging from ‘Not at all’ to ‘Severe’ status.
The SAS uses a 5-point Likert scale with 10 items, ranging from ‘Strongly Agree’ (5) to
‘Strongly Disagree’ (1) to measure the level of smartphone addiction among students.
The answer 'Strongly Agree' indicates high level of smartphone addiction, whereas
‘Strongly Disagree’ indicates low level of smartphone addiction that smartphone users
feel.

Table 6 reveals that 796 students (39%) experience a mild smartphone addiction, 696
of them (35.8%) have a moderate level of smartphone addiction, and 380 students
(19.5%) are not addicted to smartphone at all. Only 110 students (5.7%) have severe
smartphone addiction.

Table 6: Frequency and percentage of students’ total scores of smartphone addiction

Total scores of SAS Level of Smartphone Addiction Frequency Percentage
240 Severe 110 57
30-39 Moderate 696 35.8
20 - 29 Mild 759 39.0
<20 Not at all 380 19.5

The study also looked into the social
interaction anxiety level to see if social
anxiety and social engagement among
youth are impacted by communication
technologies. In other words, is there a
connection between nomophobia and
social engagement? The study first looked
into the level of anxiety among youth
and measured its relationship using the
Pearson’s Correlation Coefficient.
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The descriptive data as shown in Table
7 reveals that 746 students (38.4%)
experience a low level of social anxiety,
610 of them (31.4%) have a moderate
level of social anxiety, and 452 students
(23.2%) have a very low level of social
anxiety. Only 137 students (7%) have high
social anxiety.
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Table 7: Level of social interaction anxiety scale (SIAS) of Malaysian Youth

Total scores of SIAS Level of Social Anxiety Frequency Percentage
236 High 137 7.0
24 - 35 Moderate 610 31.4
12 - 23 Low 746 38.4
<12 Very Low 452 23.2

The study showed a significant positive relationship between nomophobia with social
interaction anxieties. There was a positive correlation between smartphone addiction
(SAS) and social anxiety (SIAS) with a moderate correlation (r=0.477) (Colman & Pulford,
2008; Phanny, 2014). The findings revealed that students with addiction to mobile
technologies have higher level of social anxiety.

The study also revealed the level of social engagement among youth and its relationship
with technologies addiction. The descriptive data shown in Table 7 reveals that 740
students (38%) have a moderate level of social engagement, 652 of them (33.5%)
experience a high level of social engagement, and 427 students (22%) have a low level
of social engagement. Only 126 students (6.5%) have difficulties to engage themselves
in social context (a very low level of social engagement).

Table 8: Level of social engagement of Malaysian Youth

Total scores of SES Level of Social Anxiety
652

220 High 33.5
15-19 Moderate 740 38.0
10- 14 Low 427 22.0

<10 Very Low 126 6.5

Pearson’s Correlation Coefficient (r) with significant p-value indicate a negative
relationship with social engagement (r=-0.434, p<0.001). This indicates a negative
correlation between smartphone addiction and social engagement. In summary, the
study reveals that there is a significant and positive correlation between smartphone
addiction and social anxiety, as well as social engagement, which is consistent with
previous studies (Brown, 2013; Darcin, et al., 2015; 2016; Gao, et al., 2016; Konan, et
al., 2018; Kraut et al. 2011; Lee et al., 2014; Seo, Kim & David, 2015).

Thus, the present research and existing literature that yield similar findings have
demonstrated clearly that the smartphone addiction is a substantial driver of the social
interaction anxiety, which is associated with higher levels of depression and feelings of
loneliness, along with decreased social involvement.
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CONCLUSION

This research is timely, following the much alleged problems found in the use of smartphone
and internet, as well as its impact on human interaction, exclusively familial and social
relationship. This study revealed the concern of stakeholders namely the parents, students and
social communities. Behavioural patterns are emerging from the influence of communication
technologies but has not affected the social ties with family and society members. Level of
addiction is a concern but have not affected family and society engagements though dynamics
of interaction have slowly emerged. This study recommended that interaction dynamics be left
for other future research as the topic is relevant and affect the behaviour of youth in Malaysia.
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ABSTRACT

This study explored the effects arising from
the use of social media applications by
Malaysian secondary school students for
social networking (SN) purposes. The main
aims of this study are to investigate Malaysian
teenagers’ attitudes and behaviours towards
SN and the degree they are concerned with
the risks and dangers involved and how
they manage these risks. A mixed method
comprising quantitative and qualitative
instruments was used. The quantitative
instrument was in the form of a questionnaire
and the qualitative component was in the
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Altogether a total of 1,109 students took part
in the quantitative survey which was analysed
with the use of descriptive and inferential
statistics tools. The qualitative data were
analysed thematically. The quantitative
findings indicated that about 30 percent of
the students of different age groups, genders
and school types use SN sites for more than
five hours per day for social or entertainment
as well as for learning purposes. There was
also a general awareness among the students
across school types and age groups on the
risks associated with using SN sites. However,

it was found that the students lack awareness
regarding privacy issues and are not aware
that it is not possible to remain anonymous
online.

form of focus group interviews. The study
was undertaken on Form Two and Form Four
male and female students from four selected
schools in the Klang Valley and Selangor.

Keywords: social media, social networking, online risky behaviours

INTRODUCTION

There is a plethora of Social Networking (SN) systems that allow individuals to meet and chat
online these days. Boyd and Ellison (2007) defined an SN system as a web-based service that
allows individuals to do the following: (i) build public or semi-public profile in a system, (ii)
share a connection, and (iii) view and cross-list their relationship with others in the system.
Such systems enable easy and rapid connection with friends, families, classmates, customers
and clients.

It is widely acknowledged that SN plays a major role in life of today's teenagers. It can be
a pervasive technology which can result in risky behaviours. Examples of risks arising from
SN use include disclosure of embarrassing personal information, blackmailing through the use
of photos found online, social scams and users' backlash against newly introduced features,
cyberbullying, privacy issues and sexting. Children and adolescents are particularly vulnerable
to such risks as they are less aware of the necessity for self-regulation (O’Keeffe & Clarke-
Pearson, 2011; Bonneau & Preibusch, 2010). These issues have caused concerns and led
to increased efforts to comprehend the attitudes and behaviours of children and teenagers
toward SN.
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This study was a direct result of the desire to investigate Malaysian teenagers’ attitudes
and behaviours towards SN and the degree they are concerned with the risks involved and
the mitigation efforts. These issues have been studied in a variety of internet contexts and
applications abroad (Berkman & Shumway, 2003; lachello & Hong, 2007). However, most of the
major studies on the risks and dangers of SN in Malaysia have been undertaken on university
students (Norshidah Mohamed & Ili Hawa Ahmad, 2012; Norsaremah Salleh, Ramlah Hussein
& Norshidah Mohamed (2012)).

The research sought to study the patterns of SN usage among the secondary school students
across different age groups, genders and school types. Another objective was to determine the
extent to which school students were aware of the risks, abuse and dangers related to SN. This
study also identified the role and impact of SN in their lives. Finally, this study investigated how
they mitigate the risks and dangers.

LITERATURE REVIEW

Conceptual Framework

This study was drawn on two media theories: the “uses and gratifications” theory (Rosengren,
Palmgreen, & Wenner, 1985) and the theory of “ritualised media use” (Debatin, Lovejoy,
Scripps, Horn, & Hughes, 2009). These theories were utilised as the analytical background and
framework to better understand the findings of the study. The needs under the gratification’s
theory explored in this study are: (1) the need for diversion (2) the need for entertainment, (3)
the need for (para-social) relationships, and (4) the need for identity construction.

This study explored how SN was used by the students to accomplish the abovementioned
needs. The study was also interested to find out whether gratifications from using SN sites
lead to diminishing concern over privacy and personal matters among Malaysian secondary
school students.

The second theory of ritualised media use explains that the media serves not only informational
and entertainment purposes but are used every day as a routine in life as well as for diversion
and pastimes. It can be such an important ritual that other aspects of the students' lives are
neglected.
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Risks of SN

There are numerous risks linked with SN.
The following risks were investigated in this
study.

Cyberbullying

There is an on-going debate in regard to the
definition of cyberbullying, as many differ
in the way they interpret the term (Smith,
Mahdavi, Carvalho, & Tippet 2006; Coffman,
2011; Betts, 2016). Some may refer to it
as an ‘umbrella phrase’ that encompasses
types of bullying such as electronic bullying,
online bullying or internet harassment (Betts,
2016) while others focus on cyberbullying
behaviours and how it occurs through the
various social media (Coffman, 2011). In this
study, cyberbullying is defined as using an
electronic version of contact to carry out
deliberate hostile action against victims
who do not have the means to protect
themselves (Smith et al. 2006). This includes
sending threatening, harassing or humiliating
messages to them.

Sexting

Sexting has been defined as ‘exchanges of
sexual messages or images’' as well as ‘the
creating, sharing and forwarding of sexually
suggestive nude or nearly nude images’
through mobile phones and/or the internet
(Lenhart, 2007; Lohmann, 2012). Sexting can
have psychological consequences. There are
many media reports of cases of young people
being harassed or bullied because they sent
someone a sexy picture of themselves,
which was then sent to other people without
their permission. This type of bullying and
harassment can lead to depression and, in
some cases, suicide (Lee, Crofts, & Milivojevic:
2015).
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Online sexual solicitation and predation
Sexual solicitations can be defined as “request
to engage in sexual activities or sexual talk
or provide personal sexual information that
are unwanted or when made by an adult to a
young person with or without their consent
(Davidson & Gottschalk, 2010; Mitchell et al,
2014).

Exposure to indecent content

The rise of digital technology has made
the young generation more exposed to
problematic internet-based content such as
violent media (movies, music, and image) and
pornographic content that is legal for adults
to consume.

The Malaysian Scene

As mentioned earlier, studies that explore
risks on the use of SN among Malaysian
teenagers are limited in number. An example
of a study in relation to online risks is a
recent quantitative study on the prevalence
of cyberbullying among Malaysian children,
undertaken by Sarina Yusuf, Md. Salleh Hj.
Hassan & Adam Kolo Mohammed Mohammed
Ibrahim (2018). A survey was conducted on
378 students between the ages 9 to 16 from
eight schools in Selangor.
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The results of the study showed that only 3.9 percent of the respondents had been threatened
online. 20.8 percent had seen inappropriate materials posted online at least once and only
14.5 percent of the respondents had seen people committing obscene acts online. The study
further revealed that only 11.1 percent of the respondents had suffered the humiliation of
being expelled from an online group and 4.2 percent of them had been asked by someone to
share pictures or videos of their private parts online. The overall results of the study suggested
that majority of respondents had experienced mild forms of cyberbullying at least once within
the past year; indicating that serious incidents of cyberbullying were rare and far between.

METHODOLOGY

This study employed three types of research methods: quantitative and qualitative instruments
and a focus group interview.

Research Instrument
The quantitative instrument had three The qualitative instrument used for the

sections: focus group interview comprised three
components:

1) Section A elicited demographic
information of the students; 1) A form that sought basic

2) Section B obtained information background information of each
from the students on the use of SN interviewee as well as information
for learning purposes; and regarding their use of SN sites such

3) Section C sought information as frequency and duration of use
regarding students' SN patterns and SN habits;
and behaviours, which include 2) Open-ended questions to obtain
investigating their behaviours students’ experiences in using
towards SN, awareness of risks as Social Network (SN) sites; and
well as awareness of abuse of the 3) Seven scenarios depicting situations
SN systems. involving the negative

consequences of using SN apps.
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The students’ samples for this project were derived from four types of secondary schools
in Klang Valley areas and Selangor in Malaysia. It comprised of an urban school, a suburban
school, a rural school and lastly an elite school.

a. Theurban school
Thisisanurban schoolabout 17 km from Kuala Lumpur. Itis a secondary co-education
school where the language of instruction is Mandarin. The medium of instruction for
all subjects except English and Bahasa Malaysia is in Mandarin. All students come
from National Type Chinese School (with Mandarin as the medium of instruction).

b. The suburban school
This suburban school is about 30 km from Kuala Lumpur. The students are Malay
male and female students who all came from national primary schools. The medium
of instruction for all subjects except English is in Malay. Students in this school
generally speak Malay at home and they come from middle income families. Most of
their parents are civil servants and they live around Putrajaya.

c. Therural school
This is a rural co-education school about 30 km from Kuala Lumpur. This is the
normal type of Malaysian school where students are drawn from the surrounding
areas. The medium of instruction for all subjects except English is in Malay. However,
the students in this school come from mixed primary school background (National
Type Chinese school, National Type Tamil schools and National school).

d. Elite school
This is an elite, residential school for Malay girls in the Klang Valley. All students
in this school were selected for admission because they obtained excellent results
in the Ujian Pencapaian Sekolah Rendah (UPSR - Primary School Achievement Test).
The medium of instruction of all subjects in this school is in Malay except for the
English Language subject. They generally speak English at home and come from

upper

middle-class families with parents who are either professional or

businesspeople.
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Data Collection

a. Distribution of questionnaires
The convenience sampling approach was used. The questionnaire was distributed
to all available Form Two and Form Four students from the selected four schools
as permission could not be obtained from the Ministry of Education at Putrajaya to
conduct the research on examination classes (i.e. Form Three and Form Five students).

b. Administering focus group interviews
The focus group interviews were conducted by researchers of the project. Each group
of students were required to provide personal background information and SN habits
on a form and then participate in an open discussion on the benefits and problems in
using such sites. Finally, they were showed 7 scenarios, one at a time and asked to give
their opinion of each scenario. The researcher had a list of prompt questions that she
would use when necessary.

c. Descriptions of scenarios

Scenario 1: showing a girl posting a sexy
selfie of herself on Facebook.

Scenario 5: showing a girl being very upset
because someone has posted pictures
of her in a costume she wore at a friend’s

Scenario 2: showing a girl receiving a pop-
up message asking for her password while
talking to a friend online.

Scenario 3: showing a boy expressing
delight because he is able to illegally enter
the account of a person who has been a jerk

birthday party and making fun of her by
calling her stupid, silly, ugly etc.

Scenario 6: showing a rabbit (representing
an innocent student) finding pornography
materials and violent images in his/her
computer.

to him to take revenge.

Scenario 7: showing a boy who is very
upset because materials suggesting he is
a homosexual have been circulating in SN
sites. In actuality, he is not a homosexual.

Scenario 4: showing a girl in a state of
excitement because a boy she has been
corresponding with online has asked her to
g0 on a date.

Data Analysis

The quantitative data from the questionnaire were analysed using mean scores comparisons,
descriptively and inferentially using T-tests and ANOVA. The qualitative data from the semi-
structured group interviews were analysed according to themes.
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FINDINGS

Findings - Quantitative component

The overall breakdown of students according to age groups, genders and types of schools are
given in Table 1. As can be seen from Table 1, there is a good representation of subjects for
each category.

Table 1: Breakdown of students from all four schools

School Students age 14 Students age 16

Urban 42 1190 48 2474 90 1645 53 1456 60 303 113 2011 203 18.30
Suburban 67 1898 82 4237 149 2724 69 1895 80 404 149 26.51 298 26.87
Rural 84 2379 64 3298 148 2706 92 2527 58 293 150 26.69 298 26.87

Elite 160 4533 - - 160 2925 150 41.22 -- -- 150 26.69 310 2796
Total 353 | 100 | 194 | 100 | 547 | 100 | 364 | 100 | 198 562 | 100 |1109 | 100

For quantitative analysis according to genders and age groups, only data from Form Two and
Form Four students from three schools i.e. the urban, suburban and rural schools were used.
These are considered as "normal schools" with a good mix of boys and girls.

The elite group was not included for these comparisons as the students in this school are
all specially selected girls of high proficiency. They do not represent atypical students from
the normal population. The data would be skewed if they were included. However, in the
comparison across all four schools, the elite students were included. The tables below present
the findings derived from descriptive and inferential analysis of the questionnaires.

Tables 2 and 3 summarise the findings of the quantitative section.

Table 2: Summary of the findings across age groups and genders

Male age Female age Male age Female age
14 students 14 students 16 students 16 students

1. Pattern of usage 37% 38.2% 32.3% (less usage 34.1% (less usage

of SN sites above than age 14) than age 14)

5 hours

2. Most popular Facebook Facebook Facebook WhatApps

SN sites (ranked) WhatsApp WhatApps WhatsApp Facebook
WeChat Instagram WeChat Instagram
Instagram WecChat Instagram Twitter

3. Using SN sites for For 6 out of 14 For 9 out 14 For 9 out of 14 For 10 out of 14

learning purposes learning items learning items learning items learning items
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Table 2: Summary of the findings across age groups and genders

Male age
14 students

4. Befriending and
meeting strangers

Have tendency
to indulge in risky
behaviour.

Less concerned
about privacy
issues.

5. Privacy issues
(revealing password)

6. Privacy issues Aware of danger.
(things posted

cannot be deleted

and not safe to store

information online)

7. Remaining Not aware

anonymous online that this is not
possible.

8. Posting of selfies Do not view

it as risky but
significantly less
in favour of it.

Aware these are
wrong and willing
to act if someone
is harassed but
less likely to act if
they themselves
are harassed.

Less aware of

danger and more
exposed to this.

9. Harassment &
cyberbullying

10. Sexting
(engage in online
sexual activities or
sexual talk)

11. Exposure to
indecent materials

Less aware of
danger.

Female age
14 students

Less tendency
to indulge in
risky behaviour
compared to
males aged 14.

Concerned about
privacy issues
Slightly less risky.

Aware of danger.

Lack of
awareness is
significantly
higher than boys.

Do not view it as
risky.

More aware

of danger of
harassment and
cyberbullying.
Likelihood to
act is higher than
boys.
Significantly
more aware of
danger and less
expose to this.
Significantly
more aware of
danger.

Male age
16 students

Have tendency
to indulge in risky
behaviour.

Less concerned
about privacy
issues More risky
difference.

Aware of danger.

Not aware
that this is not
possible.

Do not view

it as risky but
significantly less
in favour of it.

Aware these are
wrong and willing
to act if someone
is harassed but
less likely to act if
they themselves
are harassed.
Less aware of
danger and more
exposed to this.

Less aware of
danger.

Female age
16 students

Significantly
less tendency
to indulge in
risky behaviour
compared to
males aged 16.

Less concerned
about privacy
issues Slightly
less risky.

Aware of danger.

Lack of
awareness is
significantly
higher than boys.

Do not view it as
risky.

More aware

of danger of
harassment and
cyberbullying.
Likelihood to act
is higher than
boys.

Significantly more
aware of danger
and less exposed
to this.

Significantly more
aware of danger.

Table 3: Summary of the findings for students age 14 & 16 across school types

School

Age 14 -42.7%
Age 16 - 30.4%
Age 14 > age 16
students

1. Pattern of usage
of SN sites above
5 hours

Age 14 & 16 students

Age 14 - 44.2%
Age 16 - 34.2%
Age 14 > age 16
students

Age 14 - 30.4%
Age 16 - 33.3%
Age 14 < age 16
students

Age 14 - 35.8%
Age 16 - 35.3%
Age 14 > age 16
students
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Table 3: Summary of the findings for students age 14 & 16 across school types

School Age 14 & 16 students

2. Most popular

SN sites Facebook (F)
*WhatsApps (W)
WeChat (We)
Instagram (1)

Twitter (T)

3. Using SN sites for
learning purposes

4, Befriending and
meeting strangers

5. Privacy issues
(like revealing password)

6. Privacy issues
(things posted cannot
be deleted & not safe to
store information online)

7. Remaining
anonymous online
not possible

8. Posting of selfies

9. Harassment &
cyberbullying

10. Sexting
(engage in online sexual
activities or sexual talk)

11. Exposure to
indecent materials

Age 14 - F, W, We, |
Age 16 - F, W, We, |

Age 14 - For 3 out

of 14 learning items.

Age 16 - For 6 out

of 14 learning items.

Age 14 - aware of
risks.
Age 16 - aware of
risks.

Age 14 - More
awareness.

Age 16 - Lack of
awareness.

Age 14 - Aware of
danger.
Age 16 - Aware of
danger.

Age 14 - lack of
awareness.
Age 16 - Lack of
awareness.

Age 14 - More
aware of risk &
indulge less.
Age 16 - More
aware of risk.

Age 14 - Aware
they are wrong and
indicate willingness
to act if they
witness them.

Age 16 - Aware
they are wrong and
indicate willingness
to act if they
witness them.

Age 14 - Aware

of danger.

Age 16 - Aware

of such dangers.
Age 14 - Aware

of danger.

Age 16 - Aware

of such dangers.

Age 14 - W, |, F, We
Age 16 - W, |, We, F

Age 14 - For 9 out

of 14 learning items.

Age 16 - For 11 out

of 14 learning items.

Age 14 - aware of
risks.

Age 16 - aware of
risk.

Age 14 - Lack of
awareness.

Age 16 - Lack of
awareness.

Age 14 - Aware of
danger.
Age 16 - Aware of
danger.

Age 14 - lack of
awareness.

Age 16 - Lack of
awareness.

Age 14 -
Significantly less
aware of risks.
Age 16 - More
aware of risk.

Age 14 - Aware
they are wrong and
indicate willingness
to act if they are
witness them.
Significantly more
willing to act.

Age 14 - Aware
of danger.

Age 16 - Aware
of such dangers.
Age 14 - Aware
of danger.

Age 16 - Aware
of such dangers.

Age 14 - F, We, W, |
Age 16 - W, F. We, |

Age 14 - For 8 out

of 14 learning items.
Age 16 - For 10 out
of 14 learning items.

Age 14 - aware of
risks.

Age 16 - Significantly
less aware of risks.
Age 14 - Lack of
awareness.

Age 16 - Lack of
awareness.

Age 14 - Aware of
danger.
Age 16 - Aware of
danger.

Age 14 - lack of

awareness (1.63)
Age 16 - Lack of
awareness (1.92)

Age 14 - Aware of
risks.

Age 16 - Significantly
less aware of risk.

Age 14 - Aware they
are wrong and
indicate willingness
to act if they are
witness them.

Age 16 - Aware
they are wrong and
indicate willingness
to act if they witness
them.

Age 14 - Aware

of danger.

Age 16 - Aware

of such dangers.
Age 14 - Aware

of danger.

Age 16 - Aware

of such dangers.

Age 14 -F, I, W,
Twitter
Age 16 -F, T, W, |

Age 14 - For 13 out
of 14 learning items.
Age 16 - For 12 out
of 14 learning items.
Age 14 - Significantly
more aware of risks.
Age 16 - Aware of
risks.

Age 14 - Lack of
awareness.
Age 16 - Lack of
awareness.

Age 14 - Aware of
danger.

Age 16 - Significantly
lower awareness
than other groups.

Age 14 - Lack of
awareness.

Age 16 - Significantly
the least aware.

Age 14 - Aware of
risk.

Age 16 - Less

aware of risk.

Age 14 - Significantly
more aware than
other school-types.
Age 16 - Aware they
are wrong and
indicate willingness
to act if they

witness them.

Age 14 - Aware

of danger.

Age 16 - Significantly
most aware.

Age 14 - Aware

of danger.

Age 16 - Significantly
most aware of such
dangers.

The Impact of Social Networking on Malaysian Secondary School Students: Attitudes, Behaviours and Risks = 77



INIRALl <L_1—

Networked Medie Research Collaboration Programme.

Findings - Qualitative component

To offer some insights into the qualitative data, the analysis was undertaken on four groups
of Form 4 female students from the four different types of schools and three groups of Form
4 male students from the three different types of schools. The male students were drawn
from only three of these schools as the elite school has only female students. Table 4 provides
a summary of findings of the qualitative component of the female students and the male
students.

Table 4: Summary of the findings of the qualitative component of the female and

male student

The urban school

F: Believed nothing
wrong in loading selfies.
Not worried about self-
exposure.

M: Felt that posting
selfies was a waste of
time and Lily’s behaviour
not healthy.

F: All aware of the danger
of exposing passwords
online and would click exit.

M: All aware it might be
a scam and felt strongly
that the girl should not
give her password to the
unidentified account.

F: All did not condone the
boy's action of hacking
into someone's account.

M: Three students knew
the boy was hacking
and said they would
advise him to stop. But
one student felt that he
was merely playing a
computer game.

The suburban school

F: Two viewed it positively
and two pointed out the
negative effects.

M: All agreed that Lily

was exposing herself to
harm and might get hurtful
comments.

F: All aware of the danger
of exposing passwords
online and would ignore
the message.

M: Three were aware of
the dangers of hacking &
would not enter password.
One seemed oblivious.

F: All aware that the boy's
action was wrong and

even suggested he asked
for forgiveness from the
person he hacked.

M: Three agreed that
hacking was wrong &
suggest advising the boy to
stop doing that.

The rural school

F: Believed nothing
wrong in loading selfies.
Not worried about
self-exposure unless
uploading very sexy
photos.

M: Three boys felt
posting selfies was not
wrong in moderation and
not for vanity.

F: All aware of the danger
of exposing passwords
online and ignore
message.

M: Three were aware
that this might lead to
them being hacked. One
seemed unaware of this.

F: All aware the action

was an invasion of privacy.
They gave some real

life examples of serious
hacking that involved
cheating and criminal acts.
M: Three were against the
act. One said it was okay
if for revenge.

The elite school
(has no male

students)

F: Aware of the
danger of online
predation so they
did not upload
selfies of themselves
in the SN sites.

F: Protected their
own privacy by
not responding to
messages asking
them for their IDs
and passwords.

F: All aware of the
unethical use of SN
sites and condemned
the boy for hacking
into someone's
account.
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The rural school

Table 4: Summary of the findings of the qualitative component of the female and

The elite school
(has no male

students)

F: All said they would not
meet up with the boy and
doubted the photo was
genuine. One believed he
was out to cheat money.

M: All agreed it was not
safe and would not do it
and would not allow their
sisters to do so too.

F: All aware that the girl
was upset but felt she
took it too seriously and
should move on.

M: All realised the girl
was upset but felt it was
not a big deal and should
take that as a lesson to
improve her dressing
style.

F: All had experienced
such images popping up
and immediately closed
them. They worried about
such materials polluting
children’ minds.

M: Three said they had
seen such materials and
were curious initially but
did not indulge. One did
not bother to view.

F: All sympathised with
Ahmad and offered
sensible advice like
declaring his sexuality
and reporting the bullies
to the police.

M: All felt the perpetrators
behaved badly and
advised Ahmad to ignore
them. One student even
admitted to being in this
position before.

F: Two said they would find
out whether the photo was
genuine. Two said they
were not interested but
were willing to meet him if
accompanied.

M: Said not so dangerous
for them but dangerous for
their sisters.

F: All sympathised with the
girl and feared it might lead
to truancy or suicide. They
advised her to consult a
psychologist/report to
MCMC.

M: All sympathised and
felt the act was wrong
However, they felt she
should not take it too
seriously and move on.

F: All had seen such images
and quickly closed them.
They believed that watching
such materials could lead to
addiction and attempts to
follow the actions.

M: All had seen such
materials online and viewed
out of curiosity but they
were not disturbed by them.

F: They felt sorry for
Ahmad and would try to
help but some of their
advice seemed impractical.
M: All sympathised

with Ahmad but had no
experience so did not offer
any helpful suggestion

F: Three said they would
meet the boy but said
they would choose a
public place or/and go
with friends.

M: They didn't think it
would be dangerous for
them but would be so for
girls and would accompany
their sisters to do so.

F: All reacted strongly
and felt she should
demand an explanation
from the perpetrator.
However, they felt it was
unnecessary to be so
upset.

M: Generally sympathised.
Three felt she should

not take it too seriously
whereas one felt she
should take revenge.

F: All had seen such
images and quickly
closed them. They felt
the images were bad
influence on children but
not on themselves.

M: Only one boy was
against watching such
materials whereas the
rest felt it was a process
of growing up.

F: They felt the best thing
to do was to confront the
perpetrator but felt it was
not a big issue compared to
worse incidents like being
chased by an "Ah Long".
M: All sympathised with
Ahmad. Three felt he
should not take it too
seriously and one felt he
should revenge.

F: All said they
would not meet up
with people they
met online.

F: They empathised
vehemently with
the girl as they

had similar nasty
experiences

F: They avoided
pornographic
websites and
websites showing
violence and one
even installed
ad-block to protect
herself.

F: They were very
angry with Ahmad
being bullied online.
However, their
suggestions on how
to help him seemed
to be unrealistic.

Note: Female = F; Male = M.

The Impact of Social Networking on Malaysian Secondary School Students: Attitudes, Behaviours and Risks = 79



INIRALl <L_1—

Networked Medie Research Collaboration Programme.

DISCUSSION

The discussion was undertaken in accordance to the research questions. Findings from the
quantitative data was used to answer research questions 1 and 2, whereas findings from the
qualitative data was used to answer research questions 3, 4 and 5. The conceptual framework
of the study was also be taken into consideration in this discussion.

Research Question 1: What are the patterns of use of SN among Malaysian Secondary
School students of different age groups, genders and school types?

The quantitative findings indicated that overall only about 30 percent students of different age
groups, genders and school types use the SN sites for more than five hours. This figure can be
considered high if they use the sites for only social or entertaining purposes but it is found that
majority of the students use the sites for learning purposes too. The pattern seemed to suggest
that female students used the sites for learning purposes more than male students. The elite
students used them most for studying purposes while the urban students seem to use the sites
least for learning purposes.

Research Question 2: To what extent are they aware of the risks, abuse and dangers related
to SN?

Generally, students across all school typesare  genders and school types. An interesting

aware of the risks associated with SN, with
girls being more aware of risks of meeting
and befriending and meeting strangers.
This general awareness is encouraging as it
indicates that there is no rural-urban divide
about awareness of such risks.

Likewise, there was no clear rural-urban
divide regarding awareness of privacy issues.
Students of different age groups, genders
and school types all lacked awareness
regarding privacy issues such as danger of
revealing password to strangers. They were
also not aware that it is not possible to stay
anonymous online.

Regarding the risk of posting selfies, it was
generally viewed positively (not wrong
to do) regardless of students' age groups,

pattern wasthat girls in general view it more
positively than boys. Thus, it appeared that
there was a pattern of gender-divide but not
urban-rural divide in this case.

As for harassment and cyberbullying, male
and female students are aware that these
activities are wrong, and they indicate
willingness to act if they witness such
incidents. However, they appear reluctant to
act if they themselves are harassed and this
likelihood is significantly higher in boys. Most
of these cases often go unnoticed because
these students might be afraid, embarrassed
or unsure if they were being bullied. The
encouraging thing is that girls seem to be
more aware of the danger of harassment and
cyberbullying than boys.
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Regarding school types, there is also a
general awareness among students aged
14 that harassment and cyberbullying are
wrong, and the students seem willing to
act. This phenomenon is more pronounced
among elite students and least pronounced
among suburban students. Likewise for
students aged 16 except that in this case both
suburban and elite students are more willing
to act than the other groups.

This pattern was repeated in the case of
dangers arising from sexting and exposure
to indecent materials. Boys were generally
less aware of dangers associated to these
activities than girls. On top of that, the
elite girls were most aware of such dangers
especially the students in the age 16 group.

Research Question 3: How important is SN
to these students?

The qualitative findings revealed that male
and female students from the various
schools found SN beneficial and useful
for entertainment, to keep in touch with
friends online and also for learning purposes;
for example, discussing homework with
classmates and looking up materials for
assignments.

The findings further reveal that the female
students from all four schools in this study use
SN sites frequently and the degree of usage
varies from school to school. The students in
the elite school are the most avid users of SN
sites. Generally, all of them are aware of the
danger of SN and they know how to prevent
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themselves from being hacked and also
know how to handle cases of cyberbullying
and not expose themselves to pornographic
materials.

A point to note was that the students in the
urban, suburban and rural schools seemed
less stressed and less emotional regarding
their SN experiences than the elite students.
A possible explanation to this is that the
urban, suburban and rural students live at
home; hence they were more exposed to the
realities of daily life and happenings in society
unlike students in the elite school who were
living in the protected environment of a
residential college. However, more in-depth
research needs to be undertaken to find out
to what extent this postulation is true. On the
other hand, the male students from the three
schools also often use SN sites but generally
less than that of the female students.

In general, the male students were also
aware of the danger of SN and they know
how to prevent themselves from being
hacked and also know how to handle cases
of cyberbullying but they were more tolerant
towards pornographic materials, especially
the rural students. On the whole they have
a more relaxed attitude in handling the
problems related to SN and did not believe
in being too upset or worked up over
harassment and cyberbullying.



Referring to the gratifications theory, it can be concluded that on the whole the students do
see the advantages of SN for diversion and entertainment and for establishing relationship and
friendship but there is no evidence of the use of SN for identity construction. In addition to
that there is no evidence of gratifications from using SN sites leading to diminishing concerns
over privacy and personal matters among the female students; even among the active students
from the elite school. There is also no evidence of urban-rural divide affecting perceptions of
importance of SN but rather differences due to male-female divide. However, there is some
evidence of self-gratification leading to diminishing concern over privacy and personal matters
in the case of the boys. This will be discussed in Research Question 5.

Research Question 4: How different is

the role of SN in the social lives of these
students?

Female students in the urban school were
as active users of SN sites as students in the
elite school. However, female students in the
urban school were less passionate about SN
than students in the elite schools. Female
students in the suburban and rural school
do undertake SN activities actively but to
them SN is less of a ritual as they were more
involved in outside social activities. Hence
it can be deduced that urban students were
more active users of SN sites compared to
rural students and SN was more of a ritual to
the former than the latter.

In the case of the male students, the findings
revealed that the boys were less active in SN
than girls and it was less of a ritual to them
and that was a pattern found across the three
schools. However, on the whole for all male
and female students, there was no evidence
in the findings that indicate SN was causing
them to neglect their studies and other
aspects of their lives.

Research Question 5: How do they handle
the risks and dangers involved in SN?

The findings showed that the male and
female students in this study were aware of
viruses and identity theft and other security
issues on SN systems and will stay clear of
risky behaviours when they use SN. Another
positive point to note was that the female
students were against posting sexy photos.
The male students from all three schools
were willing to tolerate posting of selfies
but saw it more of a "girl thing". They think it
was fine if performed in moderation but view
excessive posting especially those involving
sexy photos as dangerous.

The female students from the elite school
took the consequences of texting and
cyberbullying most seriously compared to
the female students in the other schools.
The female students in the suburban school
and the rural school appeared willing to
meet strangers they meet online. This was
particularly evident among students in the
rural school who think it is part of the norm
of society and will participate after taking
some precautionary measures. Out of the
four schools, the rural school students can be
described as the group that was least worried
of the risks of SN. It was postulated here that
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this may be due to the fact that they were the least active users of SN sites. In addition to that,
they lead a less sheltered life compared to students in the other three schools. They had more
practical experiences or knowledge regarding negative effects of the society; therefore, they
were more streetwise and saw things in a less personal way compared to students from the
other schools.

The boys from all three schools are aware of risks and dangers of SN in general but are less
concerned and worried. There is some evidence of self-gratification leading to diminishing
concern over privacy and personal matters in the case of the boys. They do not think it is wrong
to watch pornographic materials in moderation. They are against their female friends and
sisters meeting strangers they meet online but have fewer qualms of doing it themselves. The
fact that they do not see it as being dangerous for themselves show a lack of awareness that
paedophiles can target boys as well. Their attitude towards handling of risks and consequences
of such risks is more relaxed and most of them believe that they should not take harassment
and cyberbullying too seriously. Generally, they seem to adopt the attitude that the victims
should be brave and learn to move on.

CONCLUSION

This study aimed to provide deeper insights
in the school students’ patterns of usage,
behaviours and knowledge in dealing with
risks associated with SN applications. SN
plays an important role in the lives of these
young people as evidenced in this study with
around 30 percent of the students online for
more than five hours per day. It is good to
know that not all of those hours were spent
for entertainment or social pleasures as the
students also indicated frequent use of SN
for learning purposes. Although the students
have general awareness of online safety
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practices, the results also showed lack of
knowledge and awareness in specific issues
such as privacy and being anonymous online.
It is envisioned that the findings of this study
will enlighten relevant stakeholders including
parents, teachers, care takers, NGOs as well
as government bodies in dealing with online
safety issues among teenagers. The additional
knowledge, it is hoped, will aid in developing
better monitoring and protective measures
to safeguard and protect them from the risks
and dangers posed by SN.
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RECOMMENDATION

The recommendations of the study are as follows:

e Targeted online safety campaigns or initiatives - by understanding the issues or concerns
of online safety among teenagers across gender, age groups and school types, the initiatives
or campaigns launched by the government agencies or NGOs could address specific
groups and issues relevant to them for a more effective and impactful campaign.

e Online safety education and awareness for parents, caretakers or teachers - to consider
incorporating online resources or guidelines for this group in the current or future initiatives
to equip them with the necessary skills and knowledge in dealing with online safety issues.
This could be coupled with engagement, training or workshop sessions with the experts or
media advocators.

e User empowerment and self-regulatory mechanisms - balancing empowerment and
protection is crucial since young people in both rural and urban will confront increased
use of SN media in the coming years. In this regard, self-regulatory mechanisms need to be
developed and supported.
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ABSTRACT

Problematic internet use (PIU) brings adverse
effects ranging from feelings of distress
to functional impairment. In fact, PIU
shares similarities with substance-related
addictions, which further raises concerns
over its negative impact. Research has shown
that cognitive behavioural therapy (CBT)
approaches bring behavioural improvement
to those with PIU. This study developed a
manual-based CBT programme called the
Psychological Intervention Programme -
Internet Use for Youth (PIP-IU-Y) - that
aimed to tackle PUl by reducing social
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anxiety and increasing social interaction. The
study also intended to train the first batch of
school counsellors and apply the programme
in secondary schools in Malaysia. Multi-site
testing at secondary schools in Malaysia was
conducted to validate the effectiveness of the
programme. The programme was delivered
by registered school counsellors in a group
format, with a 90-minute session per week
for a total of eight weeks. Two validations of
this study were obtained, and both supported
the reliability and validity of the programme.

Keywords: Intervention programme, Problematic Internet Usage, Cognitive Behavioural Therapy




INTRODUCTION

The exponential growth in technological
change and innovation in recent decades
has revolutionised the way we lead our
daily lives, especially the way we interact.
The widespread use of digital technology in
various activities has resulted in a tremendous
rise in the number of users worldwide. The
surge in ‘smart’ innovations and applications
to our everyday lives have introduced a new
meaning to ‘convenience’ and ‘smart living’.
While it has had a huge positive impact on
society, studies on its impact on society and
the individual are only now becoming known
and better understood.

It is widely acknowledged that the use of
digital technology is accompanied by
challenges as well as risks for users. This
study looked at the consequences on its
users’ psychological and behavioural well-
being. The recent decade has seen increasing
attention on the looming problems of internet
addiction. The inability to control one’s
internet use has adverse effects ranging from
feelings of distress to functional impairment
(Young & Rodgers, 1998). Research has
shown that problematic internet use (PIU)
shares similarities with substance-related
addictions, particularly in the areas of
preoccupation, tolerance, and withdrawal
(Griffiths, 2005). Although the physical
impact of PIU is relatively less severe, it is
evident in the long-term.

Individuals with internet addiction have been
shown to have behavioural improvements
when they undergo cognitive behavioural

therapy (CBT) approaches (Davis, 2001).
This study aimed to develop a manual-
based cognitive behavioural therapy
(CBT) programme called the Psychological
Intervention Programme - Internet Use for
Youth (PIP-IU-Y). This programme would
act as an intervention guide to reduce social
anxiety and increase social interaction in an
effort to reduce PIU.

The second objective was to train the first
batch of school counsellors and apply the
programme in secondary schools in Malaysia.
Multi-site testing at secondary schools in
Malaysia was conducted to further validate
the effectiveness of the programme. The
programme was delivered by registered
school counsellors in a group format, with
a 90-minute session per week for a total of
eight weeks. Two validations of this study
were obtained.

LITERATURE REVIEW

Excessive internet use frequently causes
circadian rhythm disturbances, leading to
fluctuations in sleep phases and episodes
of insomnia (Chen & Gau, 2016; Li, O'Brien,
Synder, & Howard, 2015). If these disruptions
persistinthelongrun, the lack of sleep impairs
cognitive functioning and psychological
well-being (Do, Shin, Bautistia, & Foo, 2013;
Eickhoff et al., 2015). A number of other
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bodily processes, such as dietary behaviours
and lifestyle patterns, as well as physiological
symptoms such as weakened immunity and a
lack of physical energy, may also be affected
as a result of internet addiction (Cao, Sun,
Wan, Hao, & Tao, 2011; Kim et al., 2010).

Besides that, problematic adolescent
behaviours, namely, social anxiety,
depression, and hostility, have been found
to be significantly associated with PIU (Ke et
al., 2014; Ko et al., 2014; Liu, Desai, Krishnan-
Sarin, Cavallo, & Potenza, 2011; Ostovar et
al., 2016; Wong et al., 2014).

Internet addiction was found to be prevalent
among adolescents (Young, 2011; Bruno
et al., 2014; Tang et al., 2014), and this has
reinforced the belief that intervention is
needed particularly among youngsters to
prevent psychological issues due to PIU.
Incidences related to PIU are also reportedly
higher in South East Asian countries. In fact,
an epidemiological study indicated that
Filipino and Japanese adolescents had the
highest occurrences of internet addiction,
51% and 48% respectively (Mak et al., 2014),
whereas only 44% of European adolescents
were considered pathological internet users
(Durkee et al., 2012).

In Malaysia, there have been a number
of programmes conducted which target
online users such as the Online Safety
awareness programme known as ‘Klik dengan
Bijak’ launched by communications and
multimedia regulatory body, the Malaysian
Communications and Multimedia Commission
(MCMC), and programmes addressing online
security by CyberSecurity Malaysia (an
agency under MOSTI). However, prior to
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the studies by Ke et al. (2014) and Wong et
al. (2014) there were no existing studies or
programmes that focused on addressing
psychological and behavioural issues of PIU.

Prior to the current study, researchers Ke and
Wong had completed two research studies
under the Networked Media Research
Collaboration  Programme, a research
collaboration programme initiative of MCMC
with universities in Malaysia. The first study,
“My Online Friends Understand Me Better”:
The Impact of Social Networking Site Usage
on Adolescent Social Tie and Mental Health
(2010-2012), provided insight into the extent
of the link between social networking site
(SNS) usage and its impact on the user’s
mental health. The study found evidence of
PIU among the youth and that it was affecting
them negatively (Ke et al., 2014; Wong et al.,
2014).

Subsequently, a pilot study was conducted to
design and test an intervention programme to
deal with PIU, An Intervention for Problematic
Internet Use among Young Adults: A Pilot
Study (2013). The results were promising
as they showed a reduction in mean from
before to after the intervention, indicating
the intervention was effective. The findings
of this study prompted the researchers to
carry out a study on the intervention of high-
risk category users, namely adolescents.
This study was intended to further refine
the intervention programme and carry out a
full-scale intervention programme in selected
secondary schools across the nation to
examine its reliability and validity.
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METHODOLOGY

In this study, multi-site testing was carried out in secondary schools. Recruitment of participants
in multiple government secondary schools was conducted by requesting voluntary participation
in a programme to reduce PIU and social anxiety, while increasing social interactions in real life.
Four schools in Selangor participated in the first validation with 45 participants. In the second
validation, 22 schools from 12 states and one federal territory participated in the multi-site
tests, of which 157 participants completed the programme.

Both validations of the project were carried out in three phases: pre-intervention (T,), post-
intervention (T,), and follow-up (T,). Figure 1. illustrates the three phases. In Phase |, three self-
report questionnaires were administered to secondary school students and candidates were
selected for intervention. In Phase Il - the intervention phase, trained registered counsellors
in the respective schools delivered the manual-based CBT programme in a group format. The
CBT programme was designed by psychologists and registered counsellors and had been
validated in a pilot study (Ke, Wong & Marsh, 2013).

The group intervention programme was conducted for eight weeks, consisting of weekly
90-minute sessions. The participants were tested again using similar measures following
the completion of the 8-week intervention. After approximately one month, the follow-up
session in Phase Il was carried out. The participants completed the same three self-report
guestionnaires to assess if improvements brought by the intervention were maintained.

To T T
\J \] \]
Pre-
intervention Intervention Post-intervention
Pre-study Attend a 90-minute weekly CBT intervention session Follow-up Period
Briefing

Note: T, (Pre-intervention), T, (Post-intervention), and T, (One month follow-up)

Figure 1 illustrates the three phases. In Phase |, three self-report questionnaires were administered to the
secondary school students and candidates were selected for intervention.

The three questionnaires used were the Problematic Internet Use Questionnaire (PIUQ;
Koronczai et al., 2011), the Depression, Anxiety, Stress Scales (DASS; Lovibond & Lovibond,
1995), and the Social Interaction Anxiety Scale (SIAS; Mattick & Clarke, 1998). All measures
were translated into Bahasa Malaysia, which government secondary school students are more
likely to be proficient in.
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(a) Problematic Internet Use Questionnaire (PIUQ). The PIUQ is a validated instrument
that measures three dimensions of Problematic Internet Use, which are obsession,
neglect, and control disorder (Koronczai et al., 2011). All items are rated on a
5-point Likert scale from 1 (Never) to 5 (Always). The obsession dimension measures
psychological fixation with the internet, and the symptoms of worry, anxiety, and
depression due to inability to access the internet. Neglect examines the negligence
of typical daily activities such as working and eating while control disorder examines
one'’s incompetence in decreasing the amount of time spent on the internet. Overall,
participants who scored above 41 were rated as having Problematic Internet Use.

S

Depression Anxiety Stress Scale (DASS). The full 42-item scale measures one’s
current emotional symptoms of depression, anxiety, and stress (Lovibond &
Lovibond, 1995). The items are rated on a 4-point Likert scale from O (Did not apply
to me at all) to 3 (Applied to me very much, or most of the time). Participants were
categorised into one of the five groups: normal, mild, moderate, severe and
extremely severe for each subscale. Depression subscale scores 0-9 (Normal), 10-13
(Mild), 14-20 (Moderate), 21-27 (Severe), and 28+ (Extremely severe). Anxiety
subscale categorises with 0-7 (Normal), 8-9 (Mild), 10-14 (Moderate), 15-19 (Severe),
and 20+ (Extremely severe). Similarly, stress subscale groups participant by 0-14
(Normal), 15-18 (Mild), 19-25 (Moderate), 26-33 (Severe), and 34+ (Extremely
severe). Overall, a higher score implies severity of one’s mental health.

(c) Social Interaction Anxiety Scale (SIAS). The SIAS is a 20-item instrument that
measures the distress level when interacting with other people (Mattick & Clarke,
1998). The instrument is useful in assessing whether social phobia or any other
anxiety related disorders are present, as well as in tracking the symptoms over time.

FINDINGS

First Validation

Table 1 shows the summary statistics of the participants’ progress in all five groups. The
participants’ progress was presented using the number of participants who had improved or
who had deteriorated in their symptoms for each variable; PIUQ, DASS, and SIAS at Time 1(T)
and Time 2 (T,) in comparison to Time O (T).
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The results showed that more than 50 percent of participants exhibited improvement in
symptoms for all variables. At Time 1 (T,), 68.89 percent of participants improved in PIUQ
symptoms, 48.89 percent improved in DASS depression, 48.89 percent had improved anxiety
and stress, while 62.22 percent improved in SIAS symptoms. At T,, more participants showed
better improvement with the highest percentage in improved anxiety symptoms (62.22% for
SIAS and 68.89% for anxiety). A total of 60.00 percent improved in PIUQ symptoms, 53.33
percent in depression, and 60% in stress.

Table 1: Summary of participants’ progress (n=45)

Variable

Improve Deteriorate No change Improve Deteriorate No change
(Participant %) | (Participant %) | (Participant%) | (Participant%) | (Participant%) | (Participant %)

PIUQ 31 12 2 27 16 2
(68.89) (26.67) (4.44) (60.00) (35.56) (4.44)
DASS 21 21 3 24 21 0
Depression (46.67) (46.67) (6.67) (53.33) (46.37) (.00)
DASS 22 19 4 31 14 0
Anxiety (48.89) (42.22) (8.89) (68.89) (31.11) (.00)
DASS 22 20 3 27 17 1
Stress (48.89) (44.44) (6.67) (60.00) (37.78) (2.22)
SIAS 28 16 1 28 17 0
(62.22) (35.56) (2.22) (62.22) (37.78) (.00)

Note. T, = Pre-Intervention; T, = Post-Intervention; T, = Follow-up; Number of participants tabled are
based upon score differences of T, and T, in comparison to T,,.

First Validation

The second instalment of the study further validated the effectiveness of the intervention
programme. Table 2 shows the means of the PIUQ, DASS subscales, and SIAS across the three
phases of the programme.

Table 2: Comparisons of Means of PIUQ, DASS, and SIAS at three measurement points (n=157)

T, (Pre-intervention) T, (Post-intervention) T, (Follow-up)
PIUQ 55.81 45.38 37.22
DASS - D 18.68 13.25 10.53
DASS - A 15.95 11.83 8.84
DASS - S 13.75 10.62 7.59
SIAS 35.99 29.28 23.83

By the end of the intervention, the mean scores for the participant’s level of PIU were lower than
the baseline (M = 45.38), and at the one-month follow-up (M = 37.22). There were significant
decrements in the mean scores for the DASS subscales of depression (M = 13.25), anxiety
(M = 11.83), and stress (M = 10.62) at the end of the programme. At the one-month follow-
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up, there was a further reduction observed
for the depression (M = 10.53), anxiety (M
= 8.84), and stress (M = 7.59) subscales. A
significant reduction in mean scores was also
observed for the SIAS (M = 29.28) at the end
of the intervention programme, and a further
reduction occurred at the one-month follow
up (M = 23.83).

A National Counsellors Workshop entitled
‘An Intervention Program for Excessive

Internet Users’ was held on the 14 to 15
April 2016. Organised by the research team,
this workshop was funded by MCMC and
supported by the Ministry of Education
(MOE). The participants of this workshop
comprised of school counsellors who were
selected by the Jabatan Pendidikan Negeri
(JPN), and Counselling Department. Overall,
a total of 34 school counsellors across 14
states in Malaysia took part in the workshop.

Counsellors attending the workshop commended the practical value and effectiveness of the
program in achieving desired goals. Some notable suggestions from the counsellors were to
implement the programme in stages, such as allowing student leaders and Pembimbing Rakan
Sebaya (PRS) in schools to be the pioneers of the programme.

DISCUSSION

In the first validation, participant scores from T, and T, were on average reduced as compared
to the first baseline measurement (T ). This is evident especially in measurements of the
PIUQ, SIAS, and DASS-anxiety and stress. Based on observations, over 48-69 percent and
53-69 percent of participants had improved in symptoms at T, and T, respectively. Similar
findings were observed in the second validation, as the majority of the participants showed
improvements after intervention and maintained these improvements at follow-up.
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Notably, further improvement observed
during the follow-up assessment indicated
that the participants were able to differentiate
between healthy and unhealthy or excessive
internet use. These results support the
efficacy of the formulated intervention
programme in aiding the prevention of
problematic behaviour in relation to internet
use, and its beneficial effects were still
present after 1 month.

Based on the findings, it is evident that some
participants still had excessive internet
use symptoms after the intervention. The
counsellors commented that even though
some participants still had excessive internet
use, they showed motivation in wanting
to improve and control their behaviour. In
fact, the counsellors who had implemented
the programme observed a noticeable
improvementin PIU. They further commented
that the participants had begun to think
and ask about their future and goals in life.

RECOMMENDATION

This suggested that communication skills
had improved and the associated positive
behavioural change had occurred. Some
participants also showed more confidence
and assertiveness after the programme, and
exhibited a stronger resistance to negative
influence by peers.

The current study provided evidence for the
effectiveness of the PIP-IU-Y, an internet
prevention programme formulated for
adolescents. The programme identified PIU
as a negative coping style and introduced
positive psychological techniques to counter
it. Unlike preceding research, the PIP-IU-Y
targets prevention rather than treatment.
Curbing the rise of internet addiction,
particularly in today’s younger generation, is
paramount as studies have implied that the
co-occurring symptoms of PIU are expected
to deteriorate with age, negatively affecting
quality of life and interpersonal relations
(Cheng & Li, 2014; Odaci & Melek, 2010).

Based on the evidence supporting efficacy of the PIP-IU-Y, the researchers recommend that
MCMC establishes aninternet addiction prevention programme and set up aninternet addiction
prevention centre that would not only assist users experiencing negative repercussions of PIU
but also assist them to increase face-to-face social skills. For future research, the researchers
suggest exploring the impact of new media use on adolescents in relation to problematic

behaviours associated with internet use, particularly online gaming and sex/pornography
viewing, as well as the role of the family support system. Ultimately, the goal of the current
and future research in the area would be to guide adolescents towards a balanced and healthy
digital lifestyle and culture.
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ABSTRACT

The study was conducted to investigate the
challenges and issues of digital accessibility,
facing all users regardless of their abilities and
competencies in this new era of Information
and Communication Technology (ICT). It was
conducted throughout Malaysia to evaluate
the challenges of people with disability, who
total more than 500,000 people, in using the
internet. Most of them have learning and
physical disabilities, some are visually and
hearing impaired, while others have mental
health issues or/and have speech difficulties.
A total of 1,200 respondents registered with
the Department of Social Welfare participated
in the study after a stratified random
sampling procedure was used to determine
the number of children with disabilities
(n=395) and adults with disabilities (n=805).
Identified respondents were interviewed
using separate survey questionnaires for
children and adults. To complement the
survey, a Small Group Discussion was
conducted to explore in depth any issues
that were raised in the quantitative findings.
The participants include children and adults
with disabilities, parents of disabled children,
teachers of disabled students, doctors
with disabled patients, caretakers, web
developers, and representatives from Non-
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government Organisations (NGOs). Overall,
it can be said that the internet is widely used
among people with disabilities regardless of
their types of disability and age groups. Even
though they faced several challenges, these
digitally challenged users have found that the
internet can be both useful and beneficial to
their wellbeing in many ways. In education,
the internet has become a means of learning
and knowledge sharing popularised by
platforms such as YouTube. The internet is
also a great tool for education especially for
research purposes or for seeking new things
to learn. Other benefits also include ease
of keeping updated with current issues and
being socially connected with a wider range
of people through the use of social media’s
apps such as Facebook or WhatsApp. In spite
of being digitally challenged, these users
hardly face any form of bullying, whether
by being verbally harassed or cyberbullied
by strangers. Despite the educational
benefits of the internet to the children, the
parents did express their concerns about the
excessive use of the internet that may impact
their children’s social development as these
children tend to spend a lot of time alone on
the internet, possibly leading to isolation and
withdrawal from society.

Keywords: Digital inclusion, people with disability, digital accessibility
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INTRODUCTION

In the past four decades, major developments
in Information Technologies have led to the
rise of digital devices being used for a wide
range of functions. These developments
have created some of the most promising
possibilities but they are not universally
designed and made user-friendly for the
digitally challenged.

The internet offers an opportunity for
inclusivity - to view the global community
of its users as one while catering to its
user’s diversity. Internet technologies have
the potential to give users with disabilities
the means to live on a more equitable basis
within the global community in a manner that
previously was not possible.

Significance of Research

This research offers guidance to policymakers
on why and how to increase usage of the
internet by users with disabilities. While
digital accessibility is a key aspect of usage,
the scope of the research goes a bit further to
consider a broader range of digital products
and services. It outlines issues surrounding
accessibility, availability, affordability, its
challenges and the limitations involved.
Policymaker can use findings of this study
as a starting point and through the list
of references could further investigate
mechanisms to increase internet usage
among users with disabilities.

This research is in line with USP Regulations
2002 & (Amendment) 2008 objective which
is to provide communication accessibility
targeting underserved areas or localities,
and underserved groups within a community.
Underserved groups include people with

disabilities, children under protection, women
under rehabilitation, and people living in low-
cost housing areas.

Through this research, we are hopeful of
expanding our work with everyone in the
digital community to improve accessibility
to the internet for the digitally challenged.
If the appropriate digital tools are available,
users with disabilities can equally participate
in society and make substantial contributions
to our economic and social development.

Research Objectives

Prior to this research, there appears to be no
detailed research done in Malaysia regarding
disabled peoples’ actual experiences
of getting or being online including any
difficulties they encountered, whether
they are getting the required assistance, or
their views of the benefits of carrying out
activities online. The research aimed to fulfil
the following objectives:

i. To find out the degree of internet usage
among people with disabilities in
Malaysia.

ii. To study their motives of internet usage.

iii. To explore the benefits of internet usage
in facilitating their daily lives.

iv. To identify the challenges and barriers of
internet usage that they face.

v. To quantify the user experiences
satisfaction among the digitally
challenged.

vi. To advocate competency development

for the digitally challenged.

To provide empirical evidence for digital

inclusion policy formulation for users

with disabilities in Malaysia.

vii.
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LITERATURE REVIEW

Persons with Disabilities (PWD) Act 2008
The Centre for Disease Control of USA
identifies four types of disabilities (visual,
auditory, cognitive, and motor) that are
especially relevant to digital accessibility.
Visual disabilities include blindness, colour
blindness and low vision (i.e. peripheral
constriction or retinal detachment). The
latter two vision disabilities make it harder
to read information on certain websites with
dark backgrounds. Also, reading unusual or
small fonts and unclear images are known to
be problematic for people with both vision
disabilities. People with auditory disabilities
such as deafness or the hearing impaired
find it challenging when using websites that
have audio files or low-quality recordings.
Users with cognitive impairments (also called
learning disabilities) such as autism, attention
deficit disorder, hyperactivity disorder and
dyslexia can have difficulties reading text
or lack the ability to identify links within a
website. Users with physical impairments
such as those that suffer from cerebral
palsy, multiple sclerosis, muscular dystrophy,
rheumatoid arthritis, carpal tunnel, broken
bones, or other conditions causing tremors
or loss of fine muscle control, often have
difficulty using their hands to navigate
through online websites. Disabilities may also
be caused by age-related diseases (Peters &
Bradbard, 2010).

According to Malaysian Persons with
Disabilities Act of 2008 (Act 685),
disabilities hinder peoples’ full and effective
participation in society. Any individual who is
unable to perform crucial daily life activities
that include caring for oneself, difficulties in
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walking, vision or hearing, speech, breathing
or learning, more than the average person
is considered an individual with disability
(Junaidah & Saodah, 2014).

Based on Department of Social Welfare
(DSW) Statistics Report in 2014, there are
531,962 people registered as people with
disability. However, it is estimated there
are about 4.2 million disabled people not
registered under the Department. DSW
Malaysia categorise disabilities into six
categories, namely hearing, vision, speech,
physical, learning difficulties, mental and
multiple disabilities.

Digital Inclusion

Digital inclusion is about creating digital
solutions as well as digital design and content
that can be accessed by all users regardless
of cognitive or motor skills. As more services
become digital, web accessibility has been
increasingly challenging for the digitally
challenged. Web accessibility implies that
all people - including those with disabilities
- can perceive, understand, navigate and
interact with the web and that they can also
contribute just like any other users (WAI,
2005). Accessibility is about inclusiveness,
to ensure that no one is excluded. In some
cases, this is not possible and assistive
technologies may be called upon to fill the
gap. If so, mainstream technologies should
enable the software and hardware of assistive
device to work seamlessly, in terms of both
interoperability and data portability.



Internet Usage among Persons with Disabilities

People with disabilities use the internet as
a place for learning. Florian (2004) claims
that the internet can be an exhilarating and
helpful tool for educational purposes (as cited
in Williams, Jamali & Nicolas, 2006). They
further suggested that there are multiple
websites and software that can stimulate
a better learning environment more than
traditional learning does. Learning about
basic computer operations, how to explore
the internet and playing online games provide
new knowledge as well as entertainment for
them. The act of learning still takes place
even with all the fun that they experienced
(Moisey & Keere, 2007). Moisey and Keere
(2007) further argue that this knowledge will
help them to fit into places that they are not
able to before such as internet cafés, online
fairs and even game competition events.

Johnson and Hegarty (2003) highlight
that websites can be used as educational

motivators for people with disabilities since
they offer fast access, interesting graphics
and can be altered to suit the students’
interest (as cited in Williams, Jamali &
Nicolas, 2006). Virtual Learning Environment
(VLE) is a useful learning tool for persons with
autism and Asperger. VLE trains one’s social
skills by allowing them to experience real life
situations without leaving the house. This
enables them to manipulate the situation to
suit their interests and avoid embarrassment
if they are unable to react properly (Williams,
Jamali & Nicolas, 2006). These aspects are
important because one might be discouraged
when they feel humiliated. VLE provides
simple scenarios such as asking for a table in
a café and finding a seat in a bus (Williams,
Jamali & Nicolas, 2006). These might seem
like simple social skills, nevertheless these
will aid them to participate more in the virtual
and real world (Moisey & Keere, 2007).

METHODOLOGY

Research Design

The study employed a mixed-method approach where both the quantitative research design
and the qualitative research design were done in sequence, respectively.

For the quantitative research design, a survey method was used to collect data from both
groups of people with disabilities. The children’ category was done first, followed by the adults’
category. For the qualitative research design, a group discussion method of data collection was
used to ascertain the findings from the survey method for both.

Research Instrument

Two sets of specially constructed questionnaires (Children and Adults) were used to achieve

the research objectives.
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The survey first determined users and non-
users of the internet. Non-users were asked
the reasons for not using the internet and then
directed to complete the survey by filling in
their demographic characteristics, which was
also collected for internet users. The survey
obtained details of gender, age, race, level of
education and language proficiency among
the children and the adults as well as types of
disabilities.

The internet users had additional questions
to answer pertaining to their internet usage:
frequency of usage, time spent, and the
importance of usage. They were also asked
about the motives of the internet usage.
The survey also sought to understand the
benefits obtained from their internet usage
in facilitating their daily lives. The questions
on that subject elicited responses from areas
such as educational/intellectual, business,
entertainment, religious, political, personal,
social and information/news. The challenges
and barriers they face were also explored,
and the questions were specific to the types
of the disabilities as well as other challenges
that affect all types of disabilities. Users’
satisfaction is also included in the study
and it sought information regarding service

quality, product information, customer
service, billing, charges, and service
satisfaction. In addition, the types of

competencies with respect to digital skills
are also included in the questionnaire
(Appendices) and such competencies cover
technical competency, cognitive competency,
and personal competency.

The questionnaires comprised of several
parts, which include close-ended and open-
ended questions. Suggestions and comments
from the respondents were also tapped.
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Sampling

This study used the stratified sampling
procedure where the respondents were
grouped into two categories: children with
disabilities and adults with disabilities.
Children above the age of 10 years were
included as this is the age where the computer
and the internet usage are used in schools.
The adult category included those 18 years
of age and above.

In order to get 99 percent confidence level,
the sample size required 1,200 respondents.
The study managed to identify 395 children
with disabilities and 805 adults with
disabilities.

Data Collection

The questionnaires were subjected to
validity and reliability through a pilot study
conducted in June 2017. A total of 43
respondents (20 children and 23 adults)
participated in the study. The questionnaires
were improved; and the scales reduced to a
yes (1) and a no (0), i.e., in dummy nominal
measurement except for satisfaction where
the items scale was reduced from 5- to a
4-point Likert scale of 1=not satisfied at
all, 2=not satisfied, 3=satisfied, and 4=very
satisfied. The questionnaires were made
much simpler as recommended by MCMC.
Only the satisfaction items were subjected
to a reliability test as they were measured
using a scale measurement. The reliability
results for the overall 32-item (n denotes the
number of items) satisfaction is Cronbach
alpha (a) of .974. Specifically, each dimension
is also reliable where service quality (n=8,
a=.930), product information (n=6, a=.957),
customer service (n=8, a=.973), billing (n=>5,
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a=.969), charges (n=2, a=.912), and delighting
consumers (n=3, a=.937). Therefore, no item
was deleted from the satisfaction construct.

Validity was also obtained by obtaining expert
opinion from MCMC and from a Director of
the Unit for the Disabled Persons at a higher
learning institution.

Child participants for the survey were
obtained with the permission and cooperation
of the Ministry of Education, which supplied
lists of schools having children with disabilities
for all states. Similarly, for the adults, the
Ministry of Social Welfare was contacted,
and permission was granted to carry out
the research. Appointments were made
with the respective schools and companies
which have hired adults with disabilities

Data Analysis

throughout the nation (Peninsular Malaysia,
Sabah and Sarawak). The data collection for
the children was completed first even though
the data collection for adults started almost
at the same time. The data collection for the
children was carried out between August and
October 2017 while for the adults, it was
between September and December 2017.

The Focus Group Discussion (FGD),
which was the second phase of the study,
involved persons with disabilities (children
[6] and adults [5]), parents [3], teachers [5],
caretaker [1], medical doctors [2] and web/
apps developers [3]). A total of 22 FGD
participants attended a half-day gathering
on 12th December 2017. In addition, 11
members from the organising committee
were involved, making a total of 33 persons.

A software data analysis of Statistical Package for Social Sciences (SPSS) Version 20.0 was
used to analyse the quantitative data while the ATLAS.ti version 10 for qualitative data.

In qualitative data, the answers were recorded and compiled into a verbatim transcription
for both groups: Children (n=10) and Adults (n=12). Similar questions were directed to the
two groups. However, each group’s facilitators asked only questions relevant to the respective
target group. Once the transcription for each group was completed, themes for each objective
were identified and the ATLAS.ti program was used to further develop the mapping derived

from the themes.
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FINDINGS

1. Most respondents, 84.1 percent use the internet, but there was a sizeable proportion who
have not gained access (15.6 percent).

2. People with disabilities belonging to the youngest age category were consistently more
likely to use internet than persons belonging to older age categories. According to the
research findings, internet usage was higher among children with disabilities (95.4 percent)
as compared to the adults with disabilities (78.5 percent).

3. The internet usage pattern is very similar to that in the general population. The MCMC
Internet Users Survey 2017 (IUS2017) shows that the use of internet for communication
and socialisation were the highest, with texting via over the-top (OTT) at 96.3 percent
and visiting social networking at 89.3 percent. These were followed by information
gathering activities (86.9 percent) and leisure activities (72.7 percent). For persons with
disabilities, the three of the most frequent reason for internet use are shown in Table 1.0.

Table 1: The Internet Usage Pattern

Children with Adults with
Frequent reason disabilities (percent) Disabilities (percent)
For communications and socialisation 31.4 30.0
For getting information and news 29.8 43.5
For relaxation-games, songs, drama (Entertainment) 21.0 13.5

*single answer

4. People with disabilities who were able to access and use the internet reported notably
larger benefits from the internet in some areas than was the general population. Adults
with disabilities were more likely to believe that the internet increased their general
knowledge (81.0 percent), improved their knowledge on personal well-being (76.1 percent),
helped them to improve their relationship with friends and family members (82.3 percent),
and expanded their social networking (73.4 percent) than the general population.
Meanwhile, children with disabilities also experienced the same benefits.

5. Other than the clear potential socialisation and communication benefits, the internet also
offered an enormous array of new ways to pursue education and employment. 78.5 percent
of adults with disabilities said that the internet had facilitated them in searching for
reference for their life-long study/education and 55.9 percent claimed that the internet
had increased their opportunity to find a better job.

6. Despite all these benefits, people with disabilities face significant challenges and barriers
to access the internet. According to the research findings, they face different challenges in
accessing the internet as below:
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Table 2: Challenges to Access the Internet by disabled people

Type of disability Challenges

Visually impaired Lack of compatibility of Web content with screen readers such as magnifier.
Hearing impaired Lack of textual equivalents of audio content, interactive Web chats and
other conferencing features, subtitle, sign language.
Speech Difficulty Lack of speech recognition applications.
Learning difficulties and Difficulty to understand certain terms on the internet as well as functions
Mental Disabilities to use the internet.
Physical Disability Cannot type properly on the keyboard and mobility limited
(difficulties in paying bills, attending ICT classes and so on).
All type of disabilities Internet too expensive for them.

Some applications not user friendly.
Too many inappropriate materials available.

7. Respondents also gave feedback on their overall broadband experience provided by
their service providers based on six (6) criteria namely Service Quality, Product Information,
Customer Service, Billing, Charges and Delighting Customer. Based on the research
findings, they are more satisfied with service quality, product information and billing.

8. People with disabilities were mainly positive and confident about their own digital skills
and competences especially on Technical Competency, such as downloading Videos/
Photos/Images/Songs, using search engine and so on.

9. Overall, for adults with disabilities, most of the respondents (68.5 percent) were from
low income category (Less than RM1,000), with an average income of RM739.66 per
month. Meanwhile, nearly half of them (54.1 percent) ha