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Tender Briefing Session

Auditorium, Old MCMC HQ

21st October 2016

Vulnerability Assessment And Penetration Testing 
(VAPT) solution Tender
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AGENDA

1. Background 

2. Scope of Work

3. General Technical Requirements

4. Tender Compliance
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Background

 The purpose of this tender is to invite supplier or
vendor to submit a proposal for the supply, delivery,
testing, commissioning, training and support service
of MCMC Network Surveillance Department (NSD)
Vulnerability Assessment And Penetration Testing
(VAPT) solution.

 This tender is an OPEN tender
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Scope of Work
GENERAL REQUIREMENTS

• The Tenderer shall provide a complete solution with regards to achieving the
operational components of VAPT including supply, delivery, testing,
commissioning, training, and support service.

• The Tenderer shall provide an organization chart for the management of the
project.

• The proposed VAPT technology shall comprise of hardware, software, laptop
computers and network peripherals.

PROJECT DOCUMENTATION

• Detailed information of each component (hardware requirement, software
requirement and etc.); and

• Manual / handbooks / guidelines related to managing / maintaining all of the VAPT
components of this Tender, for the purpose of ensuring NSD analyst to be able to
make use of the solution for VAPT purposes.
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General Technical Requirements

1. Vulnerability Scanners:-

 IBM Security AppScan Standard (AppScan Standard) 

 Tenable Nessus Professional (Nessus Pro)

 Burp Suite Professional (Burp Suite Pro)

2. Penetration Testing Tools:-

 Rapid 7 Metasploit Professional (Metasploit Pro)

 Immunity CANVAS

 Core Security Core Impact Pro (Core Impact Pro)

3. Wireless Analyzer:-

 RiverBed AirPcap NX (AirPcap NX)

4. Centralize Reporting:-

 Infobyte FaradaySec Professional 

6. Mobile Workstations  

7. Supporting Software 

8. VAPT Supporting Tools 

9. Mobility Requirements  

10. Trainings

Vulnerability Scanner.pdf
Penetration Testing Tool.pdf
Wireless Analyzer.pdf
Centralize Reporting.pdf
Mobile Workstation.pdf
Supporting Software.pdf
VAPT Supporting Tools.pdf
Mobility Requirements.pdf
TRAININGS.pdf
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TENDER
COMPLIANCE
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PRE - REQUIREMENT
210101

Hardware (low end technology) - Supply all types of computer hardware 
including PC, notebook, printer, document scanner, peripherals and 

maintenance; AND

210103 

Software Product and Services-Supply all computer software, operating 
system, database, off-the-shelf packages including maintenance; AND

210104 

Software / System development / Customization and maintenance including 
data entry, data processing.
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Each tender submission shall comprise : 

Technical Submission 
( 1 Original & 1 Copy)

Technical CD

Must be type written & in English language

Financial CD

Financial Submission

(1 Original & 1 Copy)

To complete Acknowledgement Form at the counter provided.



Acknowledge Form

Return



Section 2 : Scope of Work

Section 3  (Para 12.3.2, 12.3.4 & 12.3.5) : Work Requirements

Appendix B: Statement of Compliance to the Technical Specifications

Appendix E : List of Experience
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Technical Submission

1

2

3

4
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Financial Submission

1. Section 3 (Para 12.3.1, 12.3.3, 12.3.6, 12.3.7, 12.3.8, 12.3.9 & 12.4)
: Work Requirements

2. Section 4 : Terms and Conditions of Tender

3. Appendix A : Statement of Compliance to the Terms and Conditions of Tender

4. Appendix C : Form of Tender Document

5. Appendix D : Form for Business & attached with 7 documents listed in page 4

6. Appendix F : Schedule of Price

7. Appendix G : Tenderer’s Declaration

8. Appendix H : Declaration of Interest By Tenderer

 Please ensure that the official receipt (tax invoice) is attached to Appendix C. 
Failure shall invalidate your submission.
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- Strictly via email to   

tender@cmc.gov.my only.

- Before 5:00pm.

- On 7th November 2016.

• Tender Clarification

- On or  before 16th November 2016.

- Before 12.00 noon.

- Late submission shall be rejected.

• Tender Submission

Closing Date 

mailto:tender@cmc.gov.my
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Payment Schedule

No Payment Schedule Payment (%)

1
Upon proper execution and stamping of contract agreement or
receipt of performance bond whichever earlier.

15

2
Upon delivery of all the hardware and software to MCMC’s
satisfaction.

30

3

Upon delivery and installation of software to MCMC’s satisfaction.
Each software subscription shall be provided to MCMC with
certification of subscription for 1 or 2 years (whichever applicable as
per paragraph that is registered under MCMC’s name).

45

4 Upon completion of the work to MCMC’s satisfaction. 10

TOTAL 100

 All payments shall be in Ringgit Malaysia only
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Thank You


