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Abstract  
Due to growing number of intrusion events, organizations are increasingly implementing 
various system that monitor IT security breaches. Intrusion is a sequence of attack that 
coming from sources like target computing or networking domain. Intrusion Detection 
System (IDS) is one of the technologies that widely used now for detection hostile 
actions. For heterogeneous sources, correlation one of the methods is used to recognize 
intrusion plan by examining alerts. In essence, correlation can be defined as a form of 
abstracting the alert data. In this presentation, there are four correlation method 
approaches are discussed followed by the correlation process. At the end of this 
presentation, we present our implementation of correlation solution in our intrusion 
detection system called Cyber Early Warning System (CEWS). In this presentation, 
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Kilausuria will introduce attack scenarios, intrusion detection technologies and discuss 
issues and challenges. Norazah will present the alert correlation, the correlation method 
and process, followed by alert correlation implementation in current system. 
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joined the Cyber Early Warning System project where she design and develop the 
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modules of the system. Now, she is part of the Security Audit & Control research team 
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plans. Norazah joined MIMOS Berhad in November 2000.  Her first project is the 
iLogin Server which provides single sign-on solution. She had also contributed towards 
building the Open Source Software Regional Centre of Excellence by developing and 
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detection capabilities. In 2003, she was involved in development of the Cyber Early 
Warning System which is a network monitoring system with advanced intrusion 
detection features. Norazah obtained certification as a GIAC Certified Intrusion Analyst 
(GCIA) from the SANS Institute (SysAdmin, Audit, Network, Security Institute, USA) 
in August this year. Now, she be is part of the intrusion detection research team where 
her main area of interest and specialization is in intrusion detection system. 


