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TRENDS IN THE IPv6 INDUSTRY
by
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* Yurie Rich, COO of Nephos6
* Working with IPv6 since 2000
* Nephos6?

— Team of v6 and cloud expertise

— Professional Services
— Education



The Adoption Path of IPv6
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* Adoption was to occur over a long period of time

* Technology and market conditions did not foster a gentle integration curve
 |Pv4 address exhaustion, the initial impetus transpired in 2/2011, forcing a
more rapid adoption process



The Business Case
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IPv6 adoption is an organizationally unique proposition
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Why IPv6?

Your Business Now

IPv6 is about survival
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Innovate and Adapt



Trends in IPv6

&

* Address exhaustion has changed the playing field

— Real interest, even in regions where there are plenty of IPv4
addresses

e World IPv6 Launch Day

* Transition mechanisms less interesting than dual stack
deployments

e QOrganizations recognizing cost-effectiveness of IPv6-
dominant vs long-term dual stack

* |Pv6-only networks
* More activity around IPv6 training for staff

* Organizations discovering IPv6 security is lot like IPv4
security

— Beware the “Oops” factor — IPv6 is likely in your environment
already
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World IPv6 Launch Day

&

* Follow on to World IPv6 Day (June 2011)

— Proved that IPv6-enabled public facing services will
not be the end of civilization as we know it

* Organized by ISOC

e Goals

— Outward facing services (websites) reachable via IPv6
permanently

— No cheats (i.e. www.example.com and
www.ipv6.example.com) — dual stacked!

* How to participate:

LAUNCH

— http://www.worldipv6launch.org/form/ FuTuRE

DE.06.12

m 6 Pacific Northwest IPv6 Task Force


http://www.example.com/�
http://www.ipv6.example.com/�
http://www.worldipv6launch.org/form/�

Trends - Service Providers @

e Service providers moving fast if already haven’t
— Address exhaustion is big issue

* How do you add more customers?

— Move to IPv6, or
— Implement Carrier Grade NAT (CGN)

— Backbone providers mostly IPv6-ready
— Access providers getting IPv6 ready

— Working on back-end systems first

— ISPs pushing CE device makers

 RFC standards as well as IPv6 Ready Logo testing framework
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NAT444 (aka NAPT444 aka CGN aka LSN) D

e NAPT444 is NAPT 2X between client and Internet

NAPT44 Table - Home A (src addrs)
192.168.1.25:34567 (NAPT> 10.64.11.95:56781 Private
192.168.1.25:44533 {NABT> 10.64.11.95:43322 Network

192.168.0.0/24

———192.168.1.25

()

10.64.11.95

10.71.10.22 S
' (Public IPs)
Home C DAL
Private 192.0.2.40/24
Network
192.168.0.0/24
NAPT44 Tables on DAL (src addrs)
NAPT44 Table - Home C (src addrs) 192.168.0.12 10.71.10.22:22399 (NAPT) 192.0.2.40/24:26400
192.168.0.12:60060 (NAPT) 10.71.10.22:22399 10.71.10.22:24552 (NAPT) 192.0.2.40/24:22349
192.168.0.12:52334 NAPT)> 10.71.10.22:24552 10.71.10.22:55439 (NAPT) 192.0.2.40/24:63221
192.168.0.12:27890 NAPT)) 10.71.10.22:55439 10.64.11.95:56781 (NAPT) 192.0.2.40/24:53908
10.64.11.95:43322 (NAPT) 192.0.2.40/24:26295
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Issues associated with CGN
&

* Lawful intercept is very messy

* Troubleshooting, audit, tracking — breaks or is
challenging
— Not going to make your advertising customers
happy

* I[mpacts many popular applications, like
mapping software, gaming, VolP, content
distribution, geolocation, SSL

 Temporary solution — will still need to go v6
eventually
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IPv6 Trends - Vendors
&

* Vendor products becoming IPv6-ready

— Some feature gaps (example: Cisco I0S does not yet
have VRRP support for IPv6, but does for IPv4)

— Inconsistent (i.e. routers strong, OS strong, IDS — not
so much)

— Improvement in requirements in RFP/Procurement
cycles

— Service support for IPv6 lags
— Applications support for IPv6 lags

* Buyers beware —some “old” technology floating
around

nephosé



IPv6 Trends - Enterprises D

* Enterprises considering strategy, plans
— Not moving immediately, but moving
— Less “business case”, more “how meaningful to me”
— Know they have to commit, trying to figure out to do
it
— Lack of expertise/experience
* Windows XP EOL — Windows 7/8 changing
adoption strategies
* Enterprise starting points
— Strategy
— |P Address Planning
— Assessment

nephosé



Five Steps to IPv6 ... and Cloud

« Vision « Business « Projects « Requirements
« Priorities Priorities « Upgrades « Purchasing
» Cloud » Strategic » Roadmaps » Contracts
« WLAN Initiatives « Lifecycles « Lifecycles
_ || = Next Gen - Initiatives » Guidelines

- Test
- Deploy
= Upgrade

Best Practices - Configure
- Monitor

= Report

. ; « Hardware « Priorities
« Infrastructure | - Education - Operating Sys + Processes
- Services/Apps | - Partnerships . Applications . Policies
« Processes + High-Level » Services « Communication
« Organization Design « Processes « Training
Discover Strategize Assess Plan Implement
Discowery Report Business Cose Redinegss Report Policy Recommendation Deployment
Education High Lewel Plan Irfrastructure, Rpos, Exesubian Plan Execution Stotus
Architeciure Processes) Training
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Sample IPv6 Integration Roadmap

1R 11 2191 112 2K 12 1R1S

- Business Case Identification

Network Assessment & Cost Analysis

Training

- Project planning (addressing,...)

Testing & trial
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Deployment

Produ: tion

ned‘ggaalength for your IPg{E@%ﬁg!n?yment project will vary
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