
How to Find the Spammer’s ISP

Another important too l is  to comp lain to the spammer’s  ISP. ISPs w i l l  be  glad to take
act ion against spammers as mos t have  rules  against us ing the ir  networks to send
spam. Since spammers routinely  send out  mi l l ions of  e-mai ls , an  ISP’s  network can
become overwhelmed and can s low down or  fa i l  as a result.  Also,  when compla ints
sta r t coming in  from those who were spammed, ISPs a re ale r ted to the fact that their
network was used inappropr iate ly  and of ten cu t the spammer off immediately .

What is a Full Header?

An e-mai l  message is  d iv ided into  two par ts , the "header"  and the "body."  Headers
con tain a l l  the  techn ical information, such as who  the sender and rec ip ien t are,  and
what inte rmedia te computer  systems the message passed through on i ts  way to  the
rec ip ient ’s  mai lbox.

The  body  contains  the actual message. A b lank l ine typical l y  separates the header
and  body.  In some mai l  prog rams, the headers are shown separate ly . Most people are
only  fami l iar  w ith " f r iendly"  e-mai l  headers – these are what you see  in your  mai l
program –  typical ly  the "To :"  and  "From:"  l ines. However,  there  is  a lot of  usefu l
information beyond the " fr iendly  header "  contained in the  " fu l l  header."

Example o f a fr iendly header :

From: Smi th_Pol l@smbpol.grcc.com
Rep ly : Smith_Po l l@smbol.grcc.com
Sub ject: Smith Onl ine  Pol l  Activ i ty  Survey

Example o f a ful l header:  (You wi l l  need  to inc lude the fu l l  header in format ion in  the
junk emai l  comp laint form.)

Received:  from s lave2  for  s l ipry
with Cubic  Zirconium's Puppipop (v1.18a 1996 /12/26  VIRTUAL) Tue Feb 1 06:58:50
2000
X-From_: owner-nol is t -bounces*SLIPRY**AJ*-NET@HEROES.GRCC.COM Mon Jan  31
05:50:14 2000
Return-Pa th:
Received:  from saturn .grcc.com ( [255.255.255.1])
by s laveZ.AJ.ne t (8.9#.8/8.9#.5)  with ESMTPJ  id FAC18108
for  ; Mon , 31 Jan 2000 05:50:14 -0800
X-Intended-For:
Message-Id: <200001311350.FAA18108@slave1.aa.net>
Received:  from heroes  (heroes.grcc.com)  by sa turn.g rcc.com (LSMTP for  Windows NT
v1.1b)  wi th SMTP id <1.00134977@saturn.grcc.com>; Mon, 31  Jan 2000 8:41:30 -
0500
Date: Mon , 31 Jan 2000 08:28:43 -0500
From: Smi th_Pol l@smbo l.grcc .com
Rep ly : Smith_Po l l@smbol.grcc.com
Sub ject: Smith Onl ine  Pol l  Activ i ty  Survey
To:  SLIPRY@AJ.NET



How do I Find the Full Header?

In order  to ret r ieve the fu l l  header you need  to de termine what  e-mai l  prog ram you use
and  how to extract a message’s  fu l l  header. Below is  a l i s t of common ly used e-ma i l
programs and the methods bu i l t  in to each one to obtain fu l l  header in format ion from e-
mai l  messages. If  your  e-ma i l  program is  not l is ted , you may need to contac t your  e-
mai l  prog ram’s technical support for  he lp.

Elm, Pine ,
and Mutt

: Press "h"  from the message select ion menu to v iew the fu l l
headers o f the curren tly  se lected  message.

Eudora :
Open the message. Under the  t i t le  bar  a re fou r  options. The
second from the  left is  a d ia log box -  c l ick  on tha t to d isplay
the  fu l l  headers.

Hotmail :

Go into "Options,"  "Preferences,"  and choose "Message
headers."  You' l l  want  to choose the "Fu l l"  op tion to d isp lay
Received:  headers. "Advanced" wi l l  d isp lay that as wel l  as
MIME headers. Note: sometimes Hotmai l  uses older  ma i l
servers Messages sent  through those mai l  servers won' t show
any  headers.

Lotus Notes
4.6 .x

:
Open the offend ing ma i l .  Cl ick  on  "Actions,"  then "Del ive ry
information."  Cut and  paste  the text from the  bottom box ,
marked "Del ivery  info rmation."

Netscape Mail :
Choose "OPTIONS" from the options  menu bar . L is ted as  an
opt ion is  "Show Headers."  Choose fu l l  headers .

Out look
Express

:

Whi le v iewing the e-mai l  message,  selec t the menu i tem "F i le"
then "Propert ies."  When the  dia log box pops up, select the
"De tai ls"  tab, which wi l l  show header information only . Select
the  "Message Source"  button , which wi l l  d isplay the  entire e-
mai l  message, inc luding headers and body.

Microsoft
Out look 97

:

Whi le v iewing the e-mai l  message,  selec t the "Options"  fo lder
tab  at the top of the  message frame. Th is  wi l l  show you the
rou ting information o f the message. For  e-mai l  comp laint
purposes,  f i rs t  begin  composing your message,  then copy and
pas te th is  rout ing in format ion, then sw itch back to  the
message w indow and copy the  message and  paste  i t  in  below
the  routing information

Out look 2000 :

Double c l ick  on  the message  to open i t  up, c l ick  on  "View",
then "Opt ions" ,  and you wi l l  see the message headers in a  box
at the bo ttom o f the window. You can copy/pas te them from
tha t window.

Forte'  Agent :
Whi le in Agent,  Cl ick  the " select  Message opt ion, "header , and
"al l ."  Th is  d isplays al l  header information w ith in the e-mai l
i tsel f.  You can  then cut and paste as necessary.

Forte'Free
Agent

:
Whi le in Agent,  Cl ick  the " select  Message opt ion, "header ,"
and  "al l . "  This  d isplays al l  header information with in the e-ma i l
i tsel f.  You can  then cut and paste as necessary.

Pegasus : Choose "Reader"  from the op tions menu bar . L is ted as  an
opt ion is  "Show al l  Headers ."  This  does  not work fo r  HTML
messages,  however. To  v iew header  information  in HTML
messages,  selec t the message propert ies , and uncheck
"Contains  HTML data."
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Now that I have  the Header,  How do I Track the Spammer?

In the header, e-mai l  leaves ev idence o f each  intermediate s tep  i t  took in i ts  journey
from the sender  to your  e-mai l  box. Much l ike  a passport,  the header contains a s tamp
of every network the e-mai l  message passed th rough on i ts  journey.

In the example below,  look at the  "Rece ived l ines"  in the  header and read f rom top to
bot tom:

To:  waconsumer@anyone.com
Received:  fr om relay.somebodye lse.com (upandup5.somebodyelse .com [123.45 .67.8] )
by anyone .com w ith SMTP id WAA12684 for  < waconsumer@anyone.com >; Sun, 01
Oct  2000 23:03:08 -0800
Received:  fr om forged.example.com ( ima.spammer.com [23 .45.67 .89])  by
relay.somebodye lse.com (8.8 .3/8.8 .3)  wi th SMTP id GAA02044 for  <
waconsumer@anyone.com >; Sun, 01 Oct 2000 01:23:46 -0500

What it  means: Your e-ma i l  address ( in the  "To"  f ie ld)  received th is  message f rom
upandup5.somebodyelse .com ( the en try  in  the f i rs t " received"  f ie ld) . I t  received the
message f rom ima.spammer.com ( the  entry  in the second " received"  f ie ld) .
Intermediate s i tes, such as  somebodyelse.com in th is  example, may s imply  be  s i tes
tha t a l low anyone to forward mai l  us ing  their  mai le r . Don ' t assume they are  connected
with the spammer or  the spammer 's  prov ider . Nevertheless,  you might want to  let them
know thei r  system is  being used for  th is  purpose.

With exper ience , you wi l l  learn more about Received  l ines , and the ways tha t they  can
vary. But  the bas ic  p r inc ip le is  s t i l l  to read them from top to  bottom, and  to understand
tha t each  computer  that handled the message –  the sender,  the receive r  and al l  in
between - -added  a Received l ine to the header .

Once you’ve tracked down a spammer’s  ISP, you can get contac t info rmation by us ing
the  methods descr ibed  ear l ier  and  forward the  spam to them directly . Or, you can f ind
out  i f  the ISP has an  e-mai l  address specif ical ly  to report spammers.

With th is  information , you should  now be better  equ ipped to do your own cyber-
s leuthing . You might a lso search the web for  anti-spam websites , spam newsgroups,
and  other  re lated resources  to report v io lato rs  or  to s imply  ga in other  helpful
information.


